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Company Overview and Administrative Information
Yum! Brands, Inc., (NYSE: YUM), based in Louisville, Kentucky, is one of the world’s largest restaurant companies with over 40,000 restaurants in more than 125 countries and territories. Yum! Brands is ranked #216 on the FORTUNE 500 list with revenues of more than $13 billion and in 2014 was named among the 100 Best Corporate Citizens by Corporate Responsibility Magazine. Our restaurant brands – KFC®, Pizza Hut® and Taco Bell® – are the global leaders of the chicken, pizza and Mexican-style food categories. For additional information about Yum, you can visit http://www.yum.com.
[bookmark: _Toc282678190]
[bookmark: _Toc409422579]Calendar of Events
	ACTIVITY
	DATE

	KFC  publishes and distributes RFP
	01/23/15

	Bidder submits clarifying questions to KFC 
	01/30/15

	KFC sends answers to clarifying questions to Bidder
	02/06/15

	Bidder submits RFP response
	02/13/15

	KFC sends RFP response clarification questions to Bidder
	02/20/15

	Bidder submits clarification question replies to KFC
	02/24/15

	KFC announces Selected Partner to proceed  onto contract negotiations 
	02/27/15 



All deadlines indicated will be due by 12:00 NOON EST on the stated date. KFC reserves the right to modify any and all of the indicated dates.



[bookmark: _Toc282678191][bookmark: _Toc409422580]Contact for Issues and Requesting Information

All inquiries and/or requests for additional information should be directed to:

Ted Hardy
Director, Development & Digital
KFC
1900 Colonel Sanders Lane
Louisville, KY 40213
Phone: 	(502) 874-3435
[bookmark: _Hlt13286454][bookmark: _Hlt14502585]Email: 	ted.hardy@yum.com


Bidder’s questions must be received in writing by the deadline listed in the “Calendar of Events” section.  

Your questions will be directed to the appropriate KFC personnel.  KFC responses will be provided electronically to all Bidders to ensure that all Bidders receive the same information.  Answers to questions which are proprietary in nature or which would divulge a Bidder’s strategy would only be provided to the requesting Bidder.  If you believe that your question would meet either of these categories, please indicate so in writing at the beginning of your question.  The ultimate determination of whether a question meets either of these categories lies in KFC’s sole discretion.    
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Please deliver an electronic version to:
Brian Steffen
IT Vendor Manager
KFC
1900 Colonel Sanders Lane
Louisville, KY 40213
Phone: 502-874-6883	
Email: Brian.Steffen@yum.com	
 

[bookmark: _Toc282678193][bookmark: _Toc409422582]Proposal Deadline
Bidder’s proposal response must be received at the above email addresses provided on or before the “Bidder Submits RFP Response” listed in the Calendar of Events in order to be considered.  Proposals received after the due date may be rejected by KFC.


[bookmark: _Toc282678194][bookmark: _Toc409422583]Proposal Format
All submitted proposals must adhere to the specifications and format contained herein.  KFC requires a point-by-point response to each item in the “Bidder Qualifications and References,” “Bidder Proposal,” and “Pricing Structure” sections.  Bidder is not restricted, however, from providing additional details or alternative solutions, which should be detailed in the “Bidder Section”.  Proposals should provide a straightforward, concise description of the Bidder’s capability to satisfy the major points of interest discussed in this RFP.  Bidder should, however, include enough text in its responses to assure KFC that the Bidder understands the points of interest.  Negative responses will be viewed unfavorably.  An otherwise acceptable proposal, however, will not necessarily be disqualified because of negative responses. Bidder’s proposal should be organized in the following format:

	Tab 1:		Executive Summary
	Tab 2:		Bidder Qualifications and References
Tab 3:	Bidder Proposal (include answers to Functional Requirements & Technical Requirements sections)
	Tab 4:		Bidder Section (if needed)
	Tab 5:		Pricing Structure
	Appendix:	Supporting Information and Attachments


[bookmark: _Toc282678196][bookmark: _Toc409422584]Oral Presentations
KFC reserves the right to request oral presentations from selected bidders if so desired. Oral presentations can be conducted over conference call, arranged by the Bidder, or in person at KFC facilities in Louisville, KY, as requested by KFC.  KFC reserves the right to limit oral presentations to a maximum of four hours, and only if schedules permit.


[bookmark: _Toc282678197][bookmark: _Toc409422585]On-Site Visits
KFC reserves the right to conduct on-site visits to selected bidder’s site.  Bidders will be notified if an on-site visit is desired.  These visits are intended to provide KFC with a general overview of Bidder’s facilities and operations, including tours of the facility.


[bookmark: _Toc282678198][bookmark: _Toc409422586]Acceptance or Rejection of Submissions
KFC reserves the right to reject any or all proposals, to invite other Bidders into the RFP process at any time, to waive technicalities or irregularities, and to accept any bid it determines to be in the corporation’s best interest.  The acceptance of any bid submission shall not in any way cause KFC to incur liability or obligation to the corresponding Bidder, financial or otherwise.  

[bookmark: _Toc409422587]Contract Negotiation and Execution
Although KFC assumes no obligations by accepting Bidder’s proposal, Bidder’s proposal represents a firm offer to contract on the terms and conditions described in the Bidder’s proposal.  Any false or misleading statements found in the proposal will be grounds for disqualification.  The Bidder chosen for award should be prepared to have the proposal incorporated, along with all other written correspondence concerning this RFP, into the contract.  

All Bidders must execute and return the enclosed Yum Confidentiality Agreement with their proposal.  In addition, the Bidder chosen for award should also be prepared to enter into a Yum-wide master services agreement, enclosed as the “Yum Information Technology Master Agreement for Services.”  If you have already entered into a Confidentiality and/or Master Agreement with Yum or any entity in the Yum system, please indicate so and include a fully-executed copy(ies) with your submission.  Depending on the scope of your existing Confidentiality and/or Master Agreement, you may be required to enter into a Confidentiality and/or Master Agreement in substantially similar form as the attached template(s), although the Agreements may be limited to be on behalf of KFC US, instead of Yum-wide.  

The Yum-Wide Agreement has been prepared by Yum, to qualify you to potentially work with any entity in the Yum system.

Likewise, we require that you enter into this agreement on behalf of your entire commonly owned corporate empire.  Please ensure you have the proper internal reviews for approval and add in the names of your entire corporate empire in the second paragraph of the agreement.  We consider this as an important customer friendly act with benefit for your company as well the fact that it avoids the time and expense of negotiating multiple agreements.  Please be sure that your full, legal company name is listed correctly in the agreement in paragraph one (example: LLC, Inc., Co.).

Otherwise, if the Confidentiality and Master Agreement are acceptable, please print and have an officer of your company sign and return it to Brian Steffen by email.  If and when Yum signs the agreement, a fully executed copy will be returned to you for your files.

If you wish for us to consider changes to the Master Agreement, please keep the following points in mind:

1. This is our standard agreement, one which has been approved by senior management and Legal Counsel across the Yum system, and which is signed by all our vendors with little or no change.  Accordingly, there is little that we are able to consider changing.  Please especially note the limitation of liability, indemnity and insurance provisions, which are critical given the data that is the subject of this project.
2. If you do want us to consider changes, as a matter of professional courtesy, please "redline" the changes (using Track Changes feature in MS Word).  We will not accept any documents returned to us that have not been edited in this manner.
3. If you feel changes are necessary, please return the redlined agreement via e-mail to Brian.Steffen@yum.com, along with your RFP response, and the changes will be circulated internally for consideration.  If your changes are acceptable, a signature copy will be prepared and sent to you to get the agreement signed.
4. If the redlined changes need to be discussed, we will schedule a teleconference to try to resolve the differences.  You will need to have business and legal decision-makers who are empowered to commit your entire company on the call (as will we).  During the call, we will resolve all issues if we can, and update the document real-time.  Further calls will be scheduled as necessary if we feel we can get to resolution.  If KFC determines that an agreement cannot be reached, we will proceed accordingly with re-opening the RFP process to previous and/or or additional Bidders, enter into contract negotiations with another previous Bidder or additional bidders, or otherwise proceed as KFC determines is in its best interest. 
The signed agreement or redlined changes need to be returned with your RFP response. The agreement and changes is a critical portion of the response evaluation.  Upon selection of the Bidder who will proceed to contract negotiations, KFC and the Bidder will negotiate a Statement of Work regarding the project.  In the event KFC and the Bidder are unable to agree on a specified SOW or other similar agreement, KFC reserves the right to re-open the RFP process to previous and/or or additional Bidders, enter into contract negotiations with another previous Bidder or additional bidders, or otherwise proceed as KFC otherwise determines is in its best interest

Final proposal acceptance is contingent upon the execution of a written contract, including but not limited to a Confidentiality Agreement, Master Agreement and Statement(s) of Work.  KFC shall not be obligated to any Bidder prior to the execution of such written agreement(s) signed by authorized signatories of both parties.  Additionally, even if you are not awarded the project that is the subject of this RFP, having a signed Master Agreement will expedite any work with the Yum system in the future.  


[bookmark: _Toc282678199][bookmark: _Toc409422588]Return of RFP
In the event that your company decides to not submit a response to this RFP, it is requested that you notify KFC within five days of receipt and destroy all copies.


[bookmark: _Toc282678200][bookmark: _Toc409422589]Proposal Evaluation Process
KFC will assemble a review team to evaluate all complete responses.  KFC has no obligation to reveal any information to Bidders relative to the evaluation or decision-making process.  All participating Bidders will be notified promptly of bid acceptance or rejection.  Any false or misleading statements found in the proposal will be grounds for disqualification.



[bookmark: _Toc282678201][bookmark: _Toc409422590]Bidder’s Cost for RFP Response
Costs for developing the response to this RFP are entirely the responsibility of the proposing party and shall not be chargeable in any manner to KFC.
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Project Overview
KFC US is exploring potential third-party solutions to facilitate digital ordering by our customers. KFC US uses NCR’s Advanced Restaurant Point of Sale solution and any digital ordering solution must provide a method to integrate with Advanced Restaurant, injecting orders and payments plus retrieving menu and pricing data for display to the consumer.

[bookmark: _Toc77051608][bookmark: _Toc282678203][bookmark: _Toc409422592]KFC Strategies
[bookmark: _Toc77051609]
Technology has always played an important role in KFC’s strategy of achieving operational excellence. Adding a digital ordering solution to our restaurants will provide our customers with a faster, more consistent way to order more and more often from KFC restaurants. 
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Key business drivers for adding digital ordering include:
· Increased relevance to our consumers
· Decrease in Product Availability issues that exist today 
· Desire to develop relationships with our customers
· Solutions for additional Brand barriers

[bookmark: _Toc77051610][bookmark: _Toc282678205][bookmark: _Toc409422594]Goals and Objectives of the Project
[bookmark: _Toc77051611]
Select and deploy a digital ordering system that:
· Provides our customers with a best in class digital and mobile ordering solution that simplifies the ordering process
· Provides our restaurants with a financially viable model for digital and mobile ordering.
· Provides the company with a platform for future digital growth in the areas of loyalty, payment and CRM.
· Drives incremental transactions and ticket average.

[bookmark: _Toc282678206][bookmark: _Toc409422595]Critical Success Factors

· Change Management/Flexibility – KFC is constantly in pursuit of achieving and maintaining new levels of operational excellence. Our philosophy is this partnership will enable KFC to continue pursuit of achieving business goals.
· Vendor Partnership – KFC is looking to create more than a contractual agreement with a vendor – KFC is looking for a partner.  Our selected partner must meet the highest levels of overall product ownership and service.

· Franchise Acceptance – KFC follows a “one-system” philosophy – the design and implementation of any solution, whether it be technical or non-technical, needs to consider the voice of the franchise community, and be available in all corporate and franchise stores.
[bookmark: _Toc282678207][bookmark: _Toc409422596]
Bidder Qualifications

Questions in this section that reference “Company” refers to the relevant organization providing the products and services described herein.  If Bidder is a division or other entity of a larger parent company, please respond at minimum according to the division or other entity (vs. responding according to the parent company).
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1. Provide the full name and address(s) of your company location(s) where this proposed business is to be overseen and/or conducted.
2. Provide the address of your company’s headquartered offices.
3. List the name, position, and supporting contact information of the person who will have primary contact responsibility for KFC’s account.
4. List the name, position, and supporting contact information of the person who will have primary contract negotiating responsibility for KFC’s account.
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1. Provide a brief but comprehensive profile of your company’s business purpose and philosophy.  Include your company’s mission statement.  Please do not include any general marketing materials.
2. Provide information as to any diversity certification your company holds, or other diversity information that may apply.


[bookmark: _Toc282678210][bookmark: _Toc409422599]Company History
1. Provide a brief history of your company’s Digital Ordering business and a forecast of your company’s future business in this area.  Include the number of years your company has been in this business.
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1. Outline the organizational structure of your company.  Include parent companies, subsidiaries, and affiliates.  Indicate the number of employees for each.
2. Provide a list of all executives on your management team.  Describe their position, responsibilities, length of service with the company, and length of service in their current position.
3. Describe executive level ownership and accountability for this account.
4. Provide the number of employees in your company.  Indicate growth in percentage or absolute terms for the past four calendar years.
5. Provide the number of employees in your company by function.  
6. Provide proposed staffing model for this partnership.


[bookmark: _Toc282678212][bookmark: _Toc409422601]Company Financial Position
1. Provide information about your company’s financial stability.  If your company is public, include an annual report and supporting financial statements.  If your company is private, include supporting documentation of your choice to demonstrate a stable, profitable, sustainable business model.  
2. Provide your company’s Dun and Bradstreet number.

[bookmark: _Toc282678213][bookmark: _Toc409422602]Company References
1. If your company has provided products or services to Yum in the past three calendar years, briefly describe such products or services, including the name of your current Yum contact for each.
2. If your company has proposed (but not been awarded the contract for) any products or services to Yum in the past three calendar years, briefly describe such proposed products or services, including the name of your current Yum contact for each proposal. Provide links or references to your top three articles written by industry analysts or independent authors that recommend or have positive opinions about your company and/or your company’s digital ordering offerings. 
3. Provide a representative listing of your current digital ordering clients and describe why in particular they are representative of KFC’s needs.  
4. Provide at least three client references in deployment, including the deployment date, and names of contact persons with title, telephone number, and email address.  KFC agrees that it will not contact these references without prior notice and acknowledgement from Bidder.  It behooves Bidder to select the most relevant client references as possible, as substantial emphasis will be placed on input from these references.  KFC considers the following to be most relevant when considering a client reference (all listed at the same priority):  
· Similarity in the number of KFC services implemented
· Size of user base in production
· Similarity in number of locations supported
· Similarity in methods of client access to corporate network (LAN/WAN, DSL, remote dial-up)
· Number of proprietary applications supported
· Time bidder has been active on the account
5. Indicate how many digital ordering solutions you currently have deployed for clients.
6. Provide at least two summaries of how you solved business challenges with for your clients through digital ordering.
7. Provide two examples of how clients have requested significant changes in your digital ordering solutions (either before project started or during the project), and how your company addressed these requests.  Include details on how costs and timelines were affected. 
8. Provide a list of alliances and strategic partners that you use in providing this service and how long each relationship has been in existence.


[bookmark: _Toc282678214][bookmark: _Toc409422603]Company Differentiators
1. Describe the top three unique differentiators that set your company apart from your competitors.  Indicate how these differentiators provide unique value to KFC that your competitors are unable to offer.

[bookmark: _Toc282678215][bookmark: _Toc409422604]Training / Professional Certifications
1. Describe any relevant professional certifications required or recommended of your resources, and the percentage of the team that has obtained these certifications.
2. Describe any relevant corporate certifications achieved.
3. Describe your on-going development plans for personnel.
4. Describe any relevant information security training that your company has received within previous 12 months.

[bookmark: _Toc409422605]Project-Specific Inquiry
1. Do you recommend we only create an online ordering app, or also a web ordering option, and why?
2. What do you believe are the most important features of QSR mobile ordering apps?


[bookmark: _Toc282678216][bookmark: _Toc409422606]
Functional Requirements
This section details KFC’s functional requirements for all services listed in the RFP. These requirements are specific, and we ask Bidders to respond as concisely and specifically as possible.

Please include your explanation in a separate document, referencing the “Ref #” for the specific requirement that you are addressing.  The purpose of the “Product Module/Component” applies to solutions comprised of multiple products/modules – where applicable, use this column to capture which module provides the functionality to meet the requirement.


	Ref #
	Requirement
	Product Module/ Component

	1.0
	[bookmark: _Toc409422607]Digital Platform 
	

	1.1
	High-level Interfaces/Integrations
	

	1.1.1
	Integration with NCR’s Advanced Restaurant POS
	

	1.1.2
	Menu Management Integration where menus are tied to specific restaurant locations
	

	1.1.3
	Integration with FirstData’s Rapid Connect Payment Platform
	

	1.1.4
	Integration with Datawire Gift Card Program
	

	1.1.5
	Interface with a mapping application that identifies KFC Restaurants located nearest to the consumer’s current location
	

	1.1.6
	Social Media – must be able to link to and from specified social media sites
	

	1.2
	Mobile Application
	

	1.2.1
	iOS App Support
	

	1.2.2
	Android App Support
	

	1.3
	Web Application
	

	1.3.1
	Multi-browser support
	

	1.4
	Security
	

	1.4.1
	Must use a secured internet protocol to encrypt consumer and payment details
	

	1.4.2
	Every consumer account must have a unique secured id and password
	

	1.4.3
	Secure transmission of all page elements related to proprietary KFC information
	

	1.4.4
	Must pass PCI compliance rules and regulations
	

	1.5
	Feature Set
	

	1.5.1
	Customer Relations Management – ability to maintain and report on all consumer specific details (visits, orders, user journey, payment type history, etc.)
	

	1.5.2
	Loyalty / Rewards - Automated process that can determine types of rewards or offers for the consumers; examples: Consumer current location, historical ordering pattern, frequency of visits, timing of visits (daypart),etc.
	

	1.5.3
	Suggestive Sale - Display specific menu items first on selected screens along with suggestive text to purchase item; aka smart sales system based on history, current cart, complimentary products, promotional items, and price point
	

	1.5.4
	Coupon Application – allow acceptance of valid e-coupons and coupon codes
	

	1.5.5
	Communications – Ability to push and pull communications to the consumer concerning order details, loyalty, rewards, and offers via multiple electronic means including text, email, and push notifications.
	

	1.5.6
	Mobile & Online Payment - Ability to enable consumer to "Pay Any Way" for their order
Must interface with existing KFC applications.  Includes but not limited to: convert points to currency (i.e.: Facebook incentive points), use of any credit card type, cash, debit cards, gift card, E-Wallets, PayPal
	

	1.5.7
	Order Fulfillment & delivery - Enable consumer to indicate when they are ready to pick up their order and via what method (i.e.: Drive Thru, Dine-In, Carry out or Curbside)
Use of Bluetooth (voice command), GPS type location software, and/or beacons for auto check-in
	

	1.5.8
	Gift Card processing - Process that will enable consumer to purchase, activate, reload, balance check, E-Gift to friends and use the KFC gift card for payment
Gift Card details should be available electronically and scanned for payment; gift card capability to be within app or processed thru a digital wallet
	

	1.5.9
	Nutrition - Provide consumer with the nutritional values for each of the menu items; available at order by menu item - add and reduce nutrition details based on ingredient changes and or changes in applicable law.
	

	1.5.10
	Disaster recovery - Develop process to recover all platform and consumer details in the case of an emergency (failover process)
	

	1.5.11
	Customer Support - Provide online HELP/FAQ function for each application - this includes a solution for consumer support
	

	1.5.12
	Menu Item detail Configuration - Robust Platform for menu configuration 
	

	1.5.13
	Menu item Categories - Ability to categorize each menu item for display & ordering
	

	1.5.14
	Favorite Items/orders - Ability to allow the consumer to self-define a menu that contains only those preferred menu items with or without customizations which will make their ordering process quicker and easier 
	

	1.5.15
	Fast method to repeat a previous order.
	

	1.5.16
	Customer Feedback - Ability to link to KFC’s defined 3rd party Vendor
	

	1.5.17
	Customer Recognition software – Voice, Hand Writing, Facial
	

	1.5.18
	Ordering should be analogous to the restaurant experience (should be able to get same things, substitutions, special requests, etc.)
	

	1.5.19
	Application must be able to support KFC look and feel (Style guides) and custom workflow based on KFC customer journey.
	

	1.5.20
	Application should support process branching based on order conditions For example, to guide the customer to the logical next step based on the configuration options of the product they are configuring.
	

	1.5.21
	Application should support Immediate summary of order, restaurant number for location, transaction number, ready time (chosen by customer if order greater than $X) and amount paid once the order is submitted
	

	1.5.22
	Guest Ordering support (without an account)
	

	1.5.23
	Allow minimal customer identification required to place an order
	

	1.5.24
	Application will support group ordering
	

	1.5.25
	Application will support updating visual appearance through a Tool without requiring a code change. This includes the addition, removal and updating of product images and copy with a 2 day maximum turn-around for changes.
	

	1.5.26
	Application should support design and copy for Marketing & promotional banners. Must prominently display current specials and allow the customer to click through to order the special directly on the site or in the app.
	

	1.5.27
	A/B & multivariate testing in a Production Mode. Must support performing and evaluating test for app and site page variants.
	

	1.5.28
	SEO optimization. Must meet current best practices for SEO capabilities for Google & Bing search engines.
	

	1.5.29
	Accessibility. Must meet at least WCAG 2.0 standards.
	

	1.5.30
	For any web solution, will use a responsive web design that allows for a single set of code to function for all device types
	

	1.5.31
	Ability to display a post-order survey to rate and review the store visit experience.
	

	1.5.32
	Ability to display a post-order survey to rate and review the ordering experience.
	[bookmark: _GoBack]

	1.6
	Catering
	

	1.6.1
	System will allow for menu differentiation based on Order type (Catering versus To Go)
	

	1.6.2
	System will allow for future dated catering orders
	

	1.6.3
	System will provide functionality to support delivery of catering orders
	

	1.6.4
	System will handle unique payment requirements based on Order type (ex. Catering charges may need to be authorized and held for multiple days before settled)
	

	1.6.5
	System will generate lead-times of catering orders based on business rules (examples include a standard minimum lead time and/or a lead time based on order total and/or specific products in the order)
	


[bookmark: _Toc282678225][bookmark: _Toc409422608]
Technical Requirements
This section details KFC’s technical requirements for all services listed in the RFP. These requirements are specific, and we ask Bidders to respond as concisely and specifically as possible.  

Please include your explanation in a separate document, referencing the “Ref #” for the specific requirement that you are addressing.

	Ref #
	Requirement

	1.0
	Order Management and Validation – Lifecycle

	1.1
	Ability to manage, view, and act upon any state of an order (create, modify, cancel, delete, park for future) 
a. Customer updated order with payment information.
b. Customer applied promotions/rewards to the order pricing.
c. Customer submitted order.
d. Customer Order reached POS.
e. Customer Check In
f. Cashier recalled committed order.
g. Customer order displayed on KDS Screen
h. Customer order bumped from KDS
i. Customer order Complete.

Additional states of order
j. Customer order can't be recalled.
k. Customer cancelled transient order.
l. Customer refunds process for a cancelled order
m. Order unable to reach store
n. Order never picked up
o. Customer placed a future order

	1.2
	Ability to manage the lifecycle of an incomplete order (send to KDS, cancel, edit)

	1.3
	Ability to show customer current status of order after it has been placed.

	1.4
	Transaction integrity: ability to manage integrity of transactions (distributed or local) 

	1.5
	Ability to maintain and manage a customer’s order history based on context (ex. show me my mobile orders). 

	1.6
	Ability to provide store way to look up order by order number, phone number, email, name, etc.

	1.7
	Ability to manage different types of order destinations like in-store, drive-thru, kiosk, drive-up, curbside, etc. keeping in mind that different locations could offer different order destinations. Please provide details about the configurability of the destinations.

	1.8
	Ability to maintain a classification system to identify and track orders from various channels like mobile, social, etc.

	1.9
	Ability to defend and block from mobile and online hacking and system simulated service requests.

	1.10
	Must have fraud detection system to prevent system abuse.

	1.11
	Ability to not charge for an order that was not completed, without manual intervention to stop the payment charge.

	1.12
	Ability to update the customer of their order status based on status of the order in the point of sale.

	2.0
	Extensibility

	2.1
	Provide standard interfaces for integration with digital channels like mobile apps, social apps, etc.

	2.2
	Provide examples of how you extended interfaces in the past. 

	3.0
	Integration with Payment Gateway (PG)

	3.1
	Capability to integrate out of the box with Payment Gateway of KFC's choice

	3.2
	Capability to integrate with BAMS, Rapid Connect

	3.3
	Capability to integrate with Closed Loop Gift Card Processors

	3.4
	Capability to integrate with PayPal

	3.5
	Capability to integrate with Square

	3.6
	Capability to integrate with Google Wallet

	3.7
	Capability to integrate with Apple Pay

	3.8
	Capability to integrate with 3rd Party Wallets (please provide a list and the time & effort to integrate with these)

	3.9
	Capability to handle Debit Cards

	3.10
	Capability for VISA Check out and MasterPass

	4.0
	Product/SKU (Menu) Configuration

	4.1
	Ability to independently manage the KFC Menu (Product/SKU (Menu)) in a structured way that allows for both mass maintenance and hierarchical updates. For example update prices for every store vs update pricing for a FZ. Please provide information on how the organizing technique used for managing menu's (for example, usage of a taxonomy or an ontology or any other organizing technique)

	4.2
	Solution Menu configuration tool should mimic current menu configuration in NCR Advanced Restaurant POS supporting additions, modifications, deletions, effective dating and pended or future updates.

	4.3
	Ability to subscribe to an external menu information service which serves as the single source of truth for menu information

	4.4
	Ability to update the menu information in an automated fashion for changes pertaining to menu data to enable competitive advantage.

	4.5
	Extensibility: Ability to accommodate changes to the menu structure without overhauling the entire Menu Management component within the Digital Commerce Engine

	4.6
	Ability to validate the menu information with the external Menu Information Service in real-time

	4.7
	Ability add configurable menu's that are specific by context. 

	4.8
	Ability to manage data required to allow menu filtering (like dietary preferences, allergy, customer choices, etc.)

	4.9
	Ability to provide nutrition and calorie details of menu items.

	5
	Point Of Sales (POS) 

	5.1
	Provide the handshake and detailed architecture for the integration with the POS

	5.2
	Indicate the out-of-the-box integration components available with the platform for integrating with the POS.
 - Clearly indicate clearly KFC responsibilities in the integration with the Advanced Restaurants POS. A document supported by a diagram would be best to ensure clear communication of the architecture to the KFC team.

	5.3
	Demonstrate Order state document and mapping from your order status to advance restaurant order statuses. 

	6
	Security

	6.1
	Authentication: Ability to authenticate the user

	6.2
	Authorization: Ability to authorize the user to perform functions

	6.3
	Data Security: Data at Rest : Ensure that the data is stored in a secure manner while at rest. 

	6.4
	Data Security: Data in Motion: Ensure that platform supports security for data while in transit in a secure and compliant manner using TLS, etc.

	6.5
	Location of Data Center and who will have access to data internally

	7
	Location Based Services 

	7.1
	Ability to subscribe/integrate with Location Based Service to add location to the transaction context

	7.2
	Ability to leverage "location" as a variable for decision-making process. Example checking your Geo Fence and receiving verification to checking in.

	8
	Performance

	8.1
	Ability to manage 100,000 transient orders in the cluster aware data cache. Please specify in-memory or physical or any other technique

	8.2
	Availability: Ability to ensure 99.99% overall availability and 99.9999% during peak periods

	8.3
	Response time: Please provide response time at peak load

	8.4
	Concurrency: Please provide support for number of concurrent transactions

	8.5
	Failover : Ability to failover in a consistent way while maintaining or recovering the transaction gracefully  (with integrity)

	8.6
	Load Balancing: Ability to operate in a load balanced environment

	8.7
	Uses a content delivery network to speed up page downloads and site reliability

	8.8
	What are the baseline specifications for your application and database servers? (Memory, CPU, Network I/O, Disk I/O, etc) 

	8.9
	On your reference servers, what is the % utilization for each of the performance types listed in 9.8 when the server is under no load? What is the server response time during no load?

	8.10
	On your reference servers, what is the % utilization for each of the performance types listed in 9.8 when the server is under peak load? What is the server response time during peak load?

	8.11
	At what % of utilization do you recommend adding new application and database servers?

	8.12
	What are the maximum # of sustained visits per minute that a reference server can handle? How long can the server sustain this load? What is the server response time during this load? How long until the server recovers after the load is reduced from peak?

	8.13
	What are the maximum # of orders per minute that a reference server can handle? How long can the server sustain this load? What is the server response time during this load? How long until the server recovers after the load is reduced from peak?

	8.14
	Provide a list of load and performance testing scenarios you use to test on a regular basis.

	8.15
	Out of the box integration with performance testing tools (Please provide a list of the tools that you integrate with)

	8.16
	Out of the box integration with performance monitoring tools (Please provide a list of the tools that you integrate with)

	8.17
	Latency of no more than 1 millisecond when processing a nominal load, with no further processing performed on requests and/or responses.

	8.18
	Latency of no more than 10 milliseconds when processing the nominal load while performing XML encryption (AES-256) on requests and/or responses.

	8.19
	Latency of no more than 10 milliseconds when processing the nominal load while performing schema validation on requests and responses. 

	9
	Deployment

	9.1
	Ability to deploy in a Cloud hosted facility

	9.2
	Capability to operate in Cluster based deployment model

	9.3
	Ability to be hosted in customer data center

	10
	Testability

	10.1
	Ability to connect a test harness (automated testing tool) to the Digital Commerce Engine to test   the functionality of the system

	10.2
	Ability to connect a performance test harness to the Digital Commerce Engine to validate the performance of the system

	11
	Marketing 

	11.1
	SEO- dynamic update SEO search terms on-site. Demonstrate if administrative process or updates from vendor.

	12
	Loyalty Management 

	12.1
	Ability for the Digital Commerce Engine to integrate with the Loyalty Engine (Promotion / Discount Management) for definition of Loyalty Offers. This is primarily to import the Loyalty configurations from the Loyalty Engine. Please provide mechanisms used to integrate with the Loyalty Engine

	12.2
	Validate the customers membership information with the Membership Management System or CRM 

	12.3
	Query the membership and Loyalty system (Loyalty & Feedback Management) for customers loyalty information

	12.4
	Provide a workflow to accommodate the management of the Membership information

	12.5
	Provide discounts based on Customer profile, and his menu ordering habits.

	12.6
	Upsell Cross Sell Items from Menu to increase Customer satisfaction and shopping cart revenue.

	12.7
	Ability to allow Social Sharing Increase brand awareness and conduct marketing via social media channels-

	12.8
	Provide reporting on customers that have their social media account tied to KFC ordering account

	12.9
	Ability to capture customer willingness to opt out of Upsell and Cross sell

	13
	  Internationalization

	13.1
	Provide details on the language support for the Digital Commerce Engine. Minimum English and Spanish

	14
	Customer Data Management

	14.1
	Cache the data for customers engaged with the brand at a given point in time.

	14.2
	Provide API Interface to update the KFC Consumer Database

	14.3
	Provide a listing of all Customer data captured and how it is organized in system. 

	14.4
	Provide interface to manage the customer profile. Synch the changes to the CRM via real-time updates

	15
	Map Service

	15.1
	External map service to provide map and directions to the store.

	15.2
	Provide current rooftop Geocode accuracy for your mapping provider

	16
	Coupon Management

	16.1
	Ability to integrate with a Coupon Management Engine

	16.2
	Ability to validate the coupons with the coupon Management Engine

	16.3
	Ability to present the coupons to the customer based on campaign rules and segmentation

	16.4
	Ability to receive and display local store level coupons

	17
	Discount Management

	17.1
	Ability to integrate with Discount management engine

	17.2
	Ability to validate the discounts with the Discount Management Engine

	17.3
	Ability to present the discounts to the customer based on local promotions/enterprise wide promotions

	18
	Rewards Management

	18.1
	Ability to understand reward currency, social media reward currency

	18.2
	Ability to fulfill customer rewards during ordering process.

	18.3
	Ability to create and manage rewards based on customer previous order history and other promotion rules.

	18.4
	Ability for Reward management that allows KFC to add stored value to current or new consumer accounts

	18.5
	Ability to customize user rewards based on consumer behavior not necessarily related to specific transactions

	19
	Store Information Management

	19.1
	Ability to import location information, hours of operations, latitude and longitude, wifi availability, gift card acceptance, buffet, curbside pick up, drive through

	19.2
	Ability to manage product availability from store level (Temp product availability information)

	19.3
	Ability to manage personnel information. (Example: Display the name of the currently on duty manager or cook to the customer.)

	19.4
	Ability to display but not allow ordering in closed locations when necessary 

	20
	Tax Information Management

	20.1
	Ability to maintain taxation tables across countries/provinces/states/territories/locations.

	20.2
	Ability to subscribe to a service that keeps taxation tables up to date with periodic feeds and/or based on system request.

	20.3
	Ability to maintain tax tables based on mobile/online/ecommerce channels

	20.4
	Ability to maintain tax tables based on the rules that govern rewards, e-Gift, promotions and discounts for all the Geographic locations.

	21
	Cluster-ware / Safe Fail Over

	21.1
	Ability to detect a failover condition.

	21.2
	Ability to alert upon a failover condition. 

	21.3
	Ability to support hot failover, failover to the standby instance shall occur without human intervention.

	21.4
	Ability to failback, shall be configurable as to when and how the failback occurs.

	21.5
	Ability to test Failover periodically 

	22
	Logging and Audit

	22.1
	Support for the ability to write custom log messages when processing messages

	22.2
	Log on a per-service basis

	22.3
	Log on a per-client basis

	22.4
	Log on a per-message-type basis

	22.5
	Ability to search logs based on user criteria

	22.6
	Ability to synchronize log entries using NTP

	22.7
	Support the ability to log all XML activity to Local log system

	22.8
	Support the ability to log all XML activity to Syslog server

	22.9
	Support the ability to log all XML activity to SQL database

	22.10
	Support the ability to log all XML activity to XML database

	22.11
	Support Operating System logging

	22.12
	Support the ability to configure the archive requirements for log files.  Logs should be archived based on time, number of log files, and size of archive directory

	22.13
	Ability to produce logs that can be easily parsed for troubleshooting

	22.14
	Provide a vendor hosted logging strategy, architecture and design documentation. 

	22.15
	Provide the user guide for parsing the logs 

	22.16
	Ability to publish the logs to a centralized location 

	22.17
	Ability to log all the customer performed activities and actions (ex, page views, page view flow, buttons & link clicks, device & browser info, etc)

	23
	Throttling

	23.1
	Ability to throttle traffic to a specific service end point

	24
	Ease of Development

	24.1
	Out of the box components (please provide a list of the components)

	24.2
	Ability to configure v/s code (please provide a list of the components)

	24.3
	Amount of Coding effort required (please provide examples)

	24.4
	Declarative Service Composition (no coding)

	24.5
	Declarative Service Orchestration (no coding)

	24.6
	Support for Pattern based Development (EAI and SOA Patterns)

	24.7
	Development team uses an agile methodology (time-boxed development cycles, user stories, etc)

	24.8
	List the tools you use to manage your source code.

	24.9
	What language(s) and frameworks do you use to develop your applications? What is your current production version of each? 

	24.10
	What database(s) and version(s) do you use?

	24.11
	Do you use a service-oriented architecture (SOA)? 

	25
	Ease of Maintenance

	25.1
	Out of the box components (please provide a list of the components)

	25.2
	Ability to configure v/s code (please provide a list of the components)

	25.3
	Amount of Coding effort required to add new components (please provide examples)

	26
	Form Factors

	26.1
	Hardware

	26.2
	Software

	26.3
	Virtual Appliance

	27
	Acceleration

	27.1
	XML Acceleration

	28
	Administration Capability

	28.1
	Service Provisioning and Registration

	28.2
	Logging

	28.3
	Metering

	28.4
	Monitoring (through put, thresholds, uptime, etc.)

	28.5
	Systems Management Integration

	28.6
	Administration Tooling

	29
	Self-Monitoring and Management

	29.1
	Ability to automatically restart a failed service

	29.2
	Ability to automatically replicate failed zone

	29.3
	SNMP integration

	29.4
	Explain response time and process for reporting a security threat (DDOS, Vulnerability, etc.)

	30
	Service Availability and SLA Enforcement

	30.1
	Ability to provide the capability to utilize a clustered architecture.

	30.2
	Service Level Monitoring

	30.3
	Ability to detect service outage conditions.

	30.4
	Ability to alarm upon the detection of a service outage condition.

	30.5
	Ability to automatically bring services back when they are available.

	31
	Substitution of Service Implementation

	31.1
	Hot replacement

	31.2
	Replacements Requiring Restart

	32
	Service API Messaging Models

	32.1
	SOAP

	32.2
	XML

	32.3
	REST

	32.4
	REST/JSON

	32.5
	Proprietary EAI models

	32.6
	Others

	33
	Service Versioning

	33.1
	Route the message to the correct version of service

	33.2
	Provide details on the strategy and process for migrating to newer versions of Platform technologies. Typically this is done while upgrading to newer technologies for Platform features.

	33.3
	Provide details on strategy and process for migration to new version of the application software

	33.4
	Provide your strategy for technology obsolesce and management

	33.5
	Explain the technology and architecture governance process if any. Provide details

	34
	Transactions (TRANS)

	34.1
	Atomic transactions

	34.2
	Transaction Compensation

	35
	Authentication

	35.1
	Support HTTP Basic authentication

	35.2
	Support WS-Security Username tokens (text and digest)

	35.3
	Support WS-Security X.509 certificate tokens.

	35.4
	Support username from inbound message

	35.5
	Support certificate from SSL peer

	35.6
	Support SAML assertion

	35.7
	Support SSO token

	35.8
	Support Kerberos token

	35.9
	Support SSL mutual authentication

	35.10
	Support PAM stack authentication

	35.11
	Support LDAP authentication

	36
	Security Standards

	36.1
	LDAP v2, 3

	36.2
	Kerberos

	36.3
	WS-Security

	36.4
	Other

	37
	Encryption and Signing (ENCRYP)

	37.1
	Ability to implement Transport Layer Security (TLS) encryption.

	37.2
	Ability to comply with WS-I Basic Security Profile.

	37.3
	Ability to comply with the W3C XML Signature recommendation. (Second Edition).

	37.4
	Ability to implement WS-Security version 1.1.

	37.5
	Ability to utilize XML Encryption as defined in the W3C recommendation dated 10 December 2002.

	37.6
	Ability to encrypt SSL traffic using AES-128.

	37.7
	Ability to encrypt TLS traffic using AES-128.

	38
	Certificate Management

	38.1
	Ability to utilize X.509 certificate revocation lists (both CRL and OCSP).

	38.2
	Ability to meet or exceed Federal PKI Common Policy Framework V1.7 recommendations.

	38.3
	Ability to maintain certificates using a 3rd party vendor

	39
	Authorization

	39.1
	Ability to utilize attribute-based access control.

	39.2
	Ability to authorize users based on database query.

	39.3
	Ability to authorize users based on role.

	39.4
	Ability to authorize using content-based authorization.

	39.5
	Ability to delegate authorization decisions to XACML-based policy decision points in accordance with the XACML standard.

	39.6
	Ability to authorize users based on SAML assertion.

	40
	Non-Repudiation

	40.1
	Out of the box non-repudiation logic components

	41
	Messaging Style 

	41.1
	Publish/Subscribe

	41.2
	Request/Response (Synchronous and Asynchronous)

	41.3
	Fire & Forget, Events

	42
	Requesting Responses (REQRES)

	42.1
	Ability to transfer binary data as a request or response.

	42.2
	Ability to use unstructured data as a request or response.

	42.3
	Ability to use non-XML structured text formats as a request or response.

	43
	Message Compression and Decompression (MCD)

	43.1
	Support for HTTP Compression

	44
	Reliability (RELIAB)

	44.1
	Support for XA transactions for distributed transaction processing of data.

	44.2
	Ability to support persistent storage methods: JMS, JDBC, File.

	44.3
	Support for reliable delivery mechanism.

	45
	Alerting (ALERT)

	45.1
	Provide a capability to alert using email (POP3, SMTP, IMAP)

	45.2
	Provide a capability to alert using SNMP traps

	45.3
	Provide a capability to alert using a log entries

	45.4
	Ability to allow the customization of alerts.

	45.5
	Ability to allow the full customization of SOAP faults.

	45.6
	Ability to allow registering for alerts via JMX.

	46
	Database Adapters (DB-ADAP)

	46.1
	DB2

	46.2
	SQL Server

	46.3
	MySQL

	46.4
	Derby

	46.5
	Netezza

	46.6
	Others

	47
	Support Services

	47.1
	Provide the Help Desk structure and availability of your support model Is it 24x7?

	47.2
	Provide the modes of support – email, telephone, live chat, etc?

	47.3
	Provide the Help Desk support Service Levels?

	47.4
	Ability to integrate to a call tracking systems 

	47.5
	Provide the average response time to customer calls?

	47.6
	Provide the proposed escalation path and will the vendor provide single point of support to the customer and the support staff will determine the resolution based on point of failure? 







[bookmark: _Toc409422609]Patent and Certification Requirements
This section details KFC’s patent and certification requirements for all services listed in the RFP. 

Please include your explanation in a separate document, referencing the “Ref #” for the specific requirement that you are addressing.

	Ref #
	Requirement

	1.0
	Patent / Certification Questionnaire

	1.1
	Does your company own all or a portion of the technology you plan to use to provide the services proposed in your response to this RFP?
a. If yes, state whether your company owns all or a portion of said technology.
b. If your company does not own all of the technology proposed to be used, please state who does own said technology.

	1.2
	If your company does not own all of the technology proposed to be used, does your company have a license or other legal right to use all such technology, including but not limited to any agreements with non-practicing entities?  
a. If yes, please describe and provide documentation of such license/legal right.  
b. If no, please state whether you intend to acquire such license/legal right prior to commencing work for KFC.

	1.3
	Does your company own patents for all or a portion of the technology you plan to use in performance of this agreement?  
If yes, please provide all relevant patent numbers.

	1.4
	Has your company ever been involved in litigation (as a plaintiff, defendant or third party), or threatened with litigation, concerning any of the technology you plan to use in performance of this agreement?  
If yes, please provide details of all such litigation, including pending and resolved matters.

	1.5
	Have any of your clients/customers ever been involved in litigation (as a plaintiff, defendant or third party), or threatened with litigation, concerning any of the technology you provided or recommended to them?  
If yes, please provide details of all such litigation, including pending and resolved matters.

	1.6
	Are you aware of any litigation involving third parties concerning any technology you plan to use to provide the services proposed in your response to this RFP?  
If yes, please provide all details of which you are aware for each such matter.



[bookmark: _Toc282678226][bookmark: _Toc409422610]Bidder Proposal

As the purpose of this RFP is to assess the Digital Ordering solution offerings for each Bidder, a specific proposal with specific timelines and costs is not expected at this time.  The purpose of this section is to understand how each Bidder would propose to configure, deploy, and support their Digital Ordering solution in the KFC system.  Considerations:
· There are approximately 4,500 KFC locations in the U.S.  95% are franchise, 5% are company owned.
· The only technologies that we have mandated across all restaurants are broadband Internet access, and our NCR Advanced Restaurant POS, which is currently being rolled out.

[bookmark: _Toc282678227][bookmark: _Toc409422611]Overview of Proposed Solution
Insert here.


[bookmark: _Toc282678228][bookmark: _Toc409422612]System Architecture
Hardware
Insert here.


Software
Insert here.


[bookmark: _Toc282678229][bookmark: _Toc409422613]Staffing Requirements
Insert here.

[bookmark: _Toc282678230][bookmark: _Toc409422614]Professional Services
· Describe the availability and pricing for each of the following professional services:
· Program Manager
· Security Engineer
· Systems Administrator
· Network Engineer
· Operations Technician
· Applications Migration Specialist
· Application Test and Load Specialist
· Help Desk Specialist

[bookmark: _Toc282678231][bookmark: _Toc409422615]Site Preparation Responsibilities
Insert your proposed description here.

[bookmark: _Toc282678232][bookmark: _Toc409422616]Implementation Milestones
Insert your proposed description here.

[bookmark: _Toc282678233][bookmark: _Toc409422617]Delivery and Installation Schedule and Plan
Insert here.


[bookmark: _Toc282678234][bookmark: _Toc409422618]System Acceptance Test
Insert here.


[bookmark: _Toc282678235][bookmark: _Toc409422619]System Maintenance & Support
Insert here.

[bookmark: _Toc282678236][bookmark: _Toc409422620]Single Point of Contact
Do you have a single point of contact or common access method for appropriate customer employees (i.e. Help Desk)?  What is the availability?


[bookmark: _Toc282678237][bookmark: _Toc409422621]Change Management
Provide any documented change management procedures in order to manage the risk associated with any changes to the environment

[bookmark: _Toc409422622]Development/ QA/ Release Process
Provide any documented Development, QA and Release processes in your company. Describe your SDLC for major releases and introducing new functionality. 
CLIENT VERIFICATION
Describe your typically process for approval of app before release to production.

[bookmark: _Toc282678238][bookmark: _Toc409422623]System and User Training
Describe training material available to support KFC Corporate team as it pertains to using all solution applications and as product evolves updated materials. 
[bookmark: _Toc282678239][bookmark: _Toc409422624]Problem Management
Describe in detail the problem management services for the system including emergency updates.

[bookmark: _Toc282678240][bookmark: _Toc409422625]Documentation
Insert here.



[bookmark: _Toc282678241][bookmark: _Toc409422626]
Pricing Structure

Please detail below your pricing structure, and what the typical costs are throughout the solution lifecycle.

[bookmark: _Toc282678242][bookmark: _Toc409422627]Solution Pricing
[bookmark: _Toc409422628]Hardware
One time:
Recurring:


[bookmark: _Toc409422629]Software
One time:
Recurring:


[bookmark: _Toc409422630]Application Development Software
One time:
Recurring:


[bookmark: _Toc409422631]Installation


[bookmark: _Toc409422632]Maintenance


[bookmark: _Toc409422633]Training


[bookmark: _Toc409422634]Documentation


[bookmark: _Toc409422635]Project Management


[bookmark: _Toc409422636]Consulting


[bookmark: _Toc409422637]Integration of Unique Hardware or Software


[bookmark: _Toc409422638]License Fees
One time:
Recurring:



[bookmark: _Toc282678243][bookmark: _Toc409422639]Decreasing Price Approach
Describe, in detail, your pricing approach that will reflect the annual decreasing price of technology and bandwidth.


[bookmark: _Toc282678244][bookmark: _Toc409422640]Other Pricing
1) Provide at least two (2) alternative pricing models in addition to the cost above.  Please include at least one transaction-based and one non-transaction-based model.  Please include your proposed definition of “transaction” with this pricing.

2) Provide pricing for any other products or services recommended in order to implement and operate your solution.

3) Indicate whether you are willing to provide a guarantee to KFC that you will provide us a pricing model no less favorable than what you provide any other customer (“most favored nation” pricing)..


[bookmark: _Toc282678245][bookmark: _Toc409422641]
Supplier Addendum
This section is for you, as a Bidder, to provide information that you feel is necessary but was not requested.  You may discuss potential issues that are relevant to this RFP and to your proposal (i.e. comments on requirements left out of RFP or unique solutions that have not already been anticipated).  You may also include, in this section, any additional information that you need to communicate, but does not answer a specific question/area in the other Sections of the RFP.





APPENDIX A
YUM CONFIDENTIALITY AGREEMENT

This Yum Confidentiality Agreement (“Agreement”) is effective as of the ____th day of _________2012, by and between Yum Restaurant Services Group, LLC., with a principal business located at 1441 Gardiner Lane, Louisville, KY 40213 on behalf of and for the benefit of itself, and as applicable, one or more of its U.S. and international commonly owned affiliates, which currently include Taco Bell Corp., Pizza Hut, Inc., KFC Corporation, Yum Consulting (Shanghai) Supplier Limited,  Yum! Restaurants (India) Pte. Ltd., and Yum! Restaurants International, Inc., (each a “Brand”, collectively referred to as “Customer”) and ____  _____________, with its principal business located at  __________________________ ("Supplier").

“Customer’s System” consists of (i) Customer, (ii) the participating franchisees, licensees, and joint ventures of each Brand, and (iii) Restaurant Supply Chain Solutions, LLC (“RSCS”), an authorized purchasing agent of Customer.

Supplier is entering into this Agreement on its own behalf, and on behalf of any of its current or future parent, subsidiaries, and commonly owned affiliates, including but not limited to any of its commonly owned international parent, subsidiaries and affiliates;

Customer’s System may wish to evaluate Supplier’s products and/or services from time to time (each, an Evaluation) to determine if Customer would be interested in pursuing a further business relationship with Supplier relating to such Evaluation.

Supplier understands and agrees that Customer is likely considering a number of other companies as alternatives to using Supplier for activities resulting from the Evaluation.  Accordingly, the crucial feature of this Agreement is that while Customer has the right to freely share its business objectives and related information, that Supplier be restricted at the Evaluation stage to sharing only non-confidential information about Supplier and its products and services, except for pricing, financials, and patented product information (“Supplier Limited Confidential Information”).  Additionally, if the Supplier is a technology supplier, the definition of Supplier Limited Confidential Information shall also include product reliability, product roadmap and architecture data.  Only in the event that Customer selects Supplier to engage in further activities, might Customer request further Supplier confidential information.

Supplier agrees to maintain in confidence all information disclosed by CUSTOMER’s System, including any terms contained in this Agreement, and to disclose such information only subject to the same obligations of confidentiality, and only to such of its employees, professional advisors, affiliates, and third parties as will be necessary to assist CUSTOMER’s System in the Evaluation process. CUSTOMER agrees to maintain in confidence all Supplier Limited Confidential Information disclosed by Supplier, and to disclose such Supplier Limited Confidential Information only subject to the same obligations of confidentiality and only to such of its employees, professional advisors, affiliates and third parties as will be necessary to assist CUSTOMER in the Evaluation Process. If an Evaluation ends without further activity, each party agrees to promptly return or discard all forms and copies of confidential information received from the other party. The obligations of confidentiality set forth above will not apply to any information (i) in the possession of the receiving party at the time of disclosure without any limitation on use or disclosure prior to its receipt from the disclosing party; (ii) which is or becomes known to the public generally through no fault of the receiving party; (iii) which is lawfully obtained by the receiving party from a third party without restrictions on further use or disclosure; or (iv) is independently developed by the receiving party or (v) is generally made available to third parties by the disclosing party without restriction on disclosure.

As a material provision of this Agreement, Supplier agrees not to disclose to Customer’s System in connection with an Evaluation, any of Supplier’s confidential or proprietary information except for Supplier Limited Confidential Information identified in writing as such at the time of disclosure.

As a material provision of this Agreement, since Supplier agrees that it will disclose no confidential information except for Supplier Limited Confidential Information, Supplier agrees that Customer’s System may make whatever use it chooses of all information disclosed by Supplier as part of an Evaluation except for Supplier Limited Confidential Information, including, but not limited to, developing and selling products and/or services based on such information, and working with other companies, with no payment or other obligation to Supplier. As a material provision of this Agreement, Supplier agrees not to make any claim for misappropriation of trade secret or other proprietary information or technology, infringement of patent, or any similar or related type of claim concerning Customer System’s use of information from Supplier, except to the extent that such claim relates to Supplier’s Limited Confidential Information.

The parties agree to negotiate Customer standard agreement(s) (such as the Testing, Development and Approval Agreement (“TDA”), Consulting Agreement, or Master Services Agreement as applicable) before they proceed beyond an Evaluation to further activities, such as testing, development or consulting work or the purchase of products or services. Until such time as the Parties execute Customer’s standard agreement, Supplier agrees that, consistent with the terms of Customer's standard agreements  (a) Customer will own any jointly developed item(s) and (b) Supplier will be compensated only to the extent that it is approved to sell, and actually sells, products or services to Customer’s System.

This Agreement shall be interpreted and enforced according to the laws of the Commonwealth of Kentucky.  The parties agree promptly, and in any event within 90 days, to resolve any dispute arising out of this Agreement, through binding confidential arbitration conducted in Louisville, Kentucky, Dallas, Texas, or Orange County, California (determined by location of the key member of Customer primarily interested in the dispute, as designated by Customer if so requested by Supplier).  The dispute shall be resolved in accordance with the Commercial Arbitration rules of the American Arbitration Association (the "AAA"); provided, one neutral arbitrator experienced in the type of dispute shall be chosen in accordance with AAA rules.  The arbitrator shall charge the reasonable attorneys' fees and costs of the substantially prevailing party to the other party, but in an amount not to exceed one-half of the value of the award.  For disputes arising outside of the United States, the provisions of this paragraph shall not apply.

This Agreement is binding on the parties’ successors and assigns.  This Agreement constitutes the entire understanding and agreement of the parties concerning the subject matter hereof.  All prior understandings and agreements, written and oral, between the parties that in any way pertain to this subject matter are superseded, except to the extent, if any, of more favorable terms to one or more members of Customer’s System which may exist in a prior agreement.  This Agreement may not be amended or supplemented except in a writing signed by both parties.  This Agreement may be executed, and notices provided, by any receipted method, including facsimile, electronically, or otherwise.  The persons signing below represent and warrant that they have the intention and authority to bind their parent, subsidiary and commonly owned affiliates as provided in this Agreement, and agree that there is adequate consideration for this Agreement consisting, in part, of the possible future business to be gained by Supplier, and of the extreme value to Customer of its confidential information.  Each member of Customer’s System, besides Customer, will be a third party beneficiary of Supplier’s obligations under this Agreement and will be entitled to enforce such obligations directly against Supplier.

Accepted and agreed to:

YUM RESTAURANT SERVICES GROUP, LLC.		SUPPLIER.




By: 							By:						

Print Name:						Print Name:  					

Title:								Title:						

Date: 							Date:  ______________________________________


[bookmark: _Toc409422642]APPENDIX B
YUM INFORMATION TECHNOLOGY PRODUCTS AND SERVICES MASTER TERMS AND CONDITIONS AGREEMENT

THIS YUM INFORMATION TECHNOLOGY PRODUCTS AND SERVICES MASTER TERMS AND CONDITIONS AGREEMENT (“Agreement”) is made and entered into as of the         day of               , 201__, (“Effective Date”) by and between Yum Restaurant Services Group, LLC, with its principal place of business located at 1441 Gardiner Lane, Louisville, KY 40213, on behalf of and for the benefit of itself, and, as applicable, one or more of its U.S. and international commonly owned affiliates, which currently include Taco Bell Corp., Pizza Hut, Inc., KFC Corporation, Yum! Restaurants (India) Pte. Ltd., Yum Consulting (Shanghai) Company Limited and Yum! Restaurants International, Inc. (each a “Brand,” collectively referred to as “Yum”) and ______________________________ ("Supplier"), with its principal place of business located at __________________________________.

	WHEREAS, the “Yum System” consists of (i) Yum, (ii) the participating franchisees, licensees, and joint ventures of each Brand, (iii) Restaurant Supply Chain Solutions, LLC (“RSCS”), an authorized purchasing agent of Yum and (iv) key vendors and agents of Yum and/or the Franchisees  and Licensees, to the extent it is helpful to the business of the Yum System for such vendors and agents to use Products and Services as part of their engagement or relationship with the Yum System.

WHEREAS, the Yum System and Supplier from time to time may desire to enter into one or more statements of work or purchase orders for the direct or indirect sale or lease (hereinafter “sale”) of products and/or services under this Agreement;
WHEREAS, Yum and Supplier, rather than endure the repetitive delay and expense of re-negotiating standard legal terms and conditions that apply to each sale of products and/or services, desire to provide in this Agreement for the standard legal terms and conditions that, except as otherwise agreed to in a statement of work, will apply to all such transactions; 
WHEREAS, Supplier is entering into this Agreement on its own behalf, and on behalf of any of its current or future parent, subsidiary, and commonly owned affiliates.  

NOW THEREFORE, for good and valuable consideration, the receipt and sufficiency of which are hereby acknowledged, the parties to this Agreement agree as follows: 
[bookmark: _Hlt49799526][bookmark: _Toc49797654][bookmark: _Toc160793365][bookmark: _Toc409422643]1.	DEFINITION OF KEY TERMS.
1.1	Acceptance: acknowledgment and agreement by Yum of the Deliverables completed and delivered under a SOW, and otherwise in accordance with the reasonably intended purpose and to the reasonable satisfaction of Yum, as further described in Section 2.2.
1.2 	Deliverables: the specific product or products to be provided by Supplier as a result of or in connection with Services under a SOW, including software.  
1.3	Order Documentation: with respect to particular Products shall mean, collectively, all of the evidence of a contract between the Yum System and Supplier for the purchase and sale of those Products and Services, including, without limitation, digital and other media, and regardless of the manner of transmission, including transmission electronically so construed by virtue of Section 2-207 of the Uniform Commercial Code as adopted and in effect in the Commonwealth of Kentucky from time to time. Section 18.4 of this Agreement establishes the terms of any agreement between Supplier and the Yum System with respect to the purchase and sale of Products that might relate thereto.
1.4	Parties: Yum and Supplier. 
1.5	Product: shall mean the specific tangible equipment, software or other product (including peripherals and supplies) to be provided by Supplier under this Agreement.
1.6	Services: shall mean management, technical, consulting, software development, financial or other information technology related activities provided by Supplier to the Yum System under this Agreement, as further described in each SOW.
1.7	Specifications: shall mean Yum’s specific requirements for the Products or Services provided under this Agreement.
1.8	Statement of Work (“SOW”): shall mean the specific agreement by which Yum as a customer engages Supplier to sell Products or Services to the Yum System, which agreement shall be governed and controlled by this Agreement as further described herein and which form is attached hereto as Exhibit A. 
[bookmark: _Hlt49800494][bookmark: _Toc49797655][bookmark: _Toc160793366][bookmark: _Toc409422644]2.	DELIVERY OF PRODUCTS AND SERVICES.
2.1	Supplier’s Obligation.  Supplier will sell and deliver to the Yum System the Products and Services described in each SOW, in accordance with this Agreement and the applicable SOW.  Products and Services to be provided include, at no additional cost, all incidental products and services necessary to provide acceptable Products and Services.  Time is of the essence for the timely performance of each obligation by each Party.
2.2	Acceptance, Rejection of Nonconforming Products, Revocation of Acceptance and Duty Toward Rejected Products.
	(a)	Except as otherwise set forth in an applicable SOW, Products and Services must meet Specifications and other acceptance criteria set forth in this Agreement and each SOW, and must be delivered in accordance with applicable delivery dates, to the reasonable satisfaction of the relevant member of the Yum System (“Acceptance Criteria”).  The applicable Yum System member may reject any Product or Service that does not conform to the applicable Acceptance Criteria. Supplier will promptly remedy such nonconformance at no additional charge to the Yum System.  If Supplier does not remedy a nonconforming Product or Service within 30 days after notice of rejection, in addition to all other remedies available to the Yum System, the Yum System (a) may immediately terminate the applicable SOW for cause and (b) will have no obligation to pay for such Product or Service or any costs or expenses incurred by Supplier in connection with the creation or delivery of such Product or Service, (c) the Yum System may require Supplier to refund to the Yum System within 30 days of Yum System’s request for payment all amounts previously paid by or on behalf of the Yum System in connection with creating or delivering such Product or Service. Any applicable warranty period commences upon Acceptance.
		(b) 	The Yum System may revoke its acceptance of any nonconforming Products or Services if the Products or Services do not conform to the Specifications or other terms and conditions of this Agreement and/or the applicable SOW and if the Products or Services had been accepted either on the reasonable assumption that the nonconformity would be cured, or without discovery of such nonconformity if the Yum System's acceptance of the Products was reasonably induced either by the difficulty of discovery before acceptance, or by Supplier's assurances.  Upon such revocation, the Yum System shall have all available remedies at law or equity, including, without limitation, the right to require Replacement Products or Services as well as to seek recovery of damages. 

	(c)	Where applicable, in the event the Yum System shall rightfully reject any Products, the Yum System shall have the right to reship such Products to Supplier, and Supplier shall indemnify the Yum System for all reasonable expenses incurred thereby, including, but not limited to, reasonable expenses, including but not limited to removal, deinstallation, packaging connected with packaging, transportation and storage of such rejected Products. 
2.3	Shipment. Unless otherwise specified in the applicable SOW, the Products will be shipped F.O.B. Yum System’s designated destination, as the case may be.  The Products will be shipped within the time frames and on the terms specified in applicable SOW, or as otherwise agreed between Supplier and the Yum System, as the case may be, and with the carrier designated by the Yum System; provided, however, that if a carrier is not designated by the Yum System, then Supplier shall ship the Products via Supplier's "best means" carrier.  If, in order to comply with the Yum System's required delivery date, it becomes necessary for Supplier to ship by a more expensive method than specified in this Agreement, any increased transportation costs shall be paid by Supplier; provided, however, if the necessity for such rerouting or expedited handling results solely from changes requested by the Yum System, and if Supplier promptly notifies the Yum System, upon learning of such changes, that such changes will result in increased transportation costs, then Supplier will not be liable for the increased portion of such charges.
2.4	Cover, Defects, Nonconforming Products and Back Orders. 
	(a)	In the event any shipment of Products or delivery of Services is not sent and/or received, as the case may be, within the agreed time frame, the Yum System may, without notice to Supplier, order similar Products or Services from another supplier, and Supplier shall pay to the Yum System, within five (5) business days thereafter the incremental costs incurred by the Yum System in obtaining such similar Products or Services, including without limitation price differences, shipping charges and tax differences.  No member of Yum’s System will have any obligation to accept Products or Services not sent and/or received, as the case may be, within the agreed time frame.
	(b)	In the event any Products or Services are defective or nonconforming, Supplier shall ship non‑defective and conforming Products, or reperform in a non-defective and conforming way the Services ("Replacement Products or Services") to the Yum System immediately upon receiving notice from the Yum System as to such defective or nonconforming Products or Services.  The Yum System may in any event, without notice to Supplier, order Replacement Products or Services from another supplier, and Supplier shall pay to the Yum System within five (5) business days thereafter the extra costs incurred by the Yum System in obtaining the Replacement Products or Services, including, without limitation, price differences, shipping charges and tax differences.  The Yum System shall have no obligation to accept Replacement Products or Services that are not immediately shipped as required above.
2.5	Free Product Testing.  Upon the request of Yum, for a Product which Yum desires to consider for purchase, Supplier agrees to provide Yum, free of charge and with no purchase obligation, a reasonable number of Product samples for a reasonable time, for testing and purchase consideration purposes.  Such Product will be subject to the confidentiality and other provisions of this Agreement.  Such testing by Yum will not be considered as Yum’s acceptance of the Product if Yum does decide to purchase the Product. 
2.6	No Gratuities.  Supplier shall not offer or provide to the employees, agents or other representatives of the Yum System any gratuities, gifts, payments, or anything of value, in each case, exceeding a nominal value, whether or not in an attempt to influence such person's administration of the provisions of this Agreement or a SOW to otherwise gain unfair advantage over any member(s) of the Yum System.
[bookmark: _Hlt49798977][bookmark: _3._STATEMENTS_OF][bookmark: _Toc49797656][bookmark: _Toc160793367][bookmark: _Toc409422645]3.	STATEMENTS OF WORK.
3.1	Statements of Work.  The terms of this Agreement apply together with the terms of the applicable SOW to all Products and Services provided to the Yum System by Supplier.  In the event of conflict between the terms of this Agreement and a SOW, this Agreement controls unless the SOW expressly references the specific section number of the Agreement, which will be modified for purposes of that SOW.  No SOW is effective unless it is executed by authorized representatives of the Parties. 
3.2	Contents of SOW.  Each SOW is expected to contain, among other things, the following:  (a) a summary and detailed description of the Products and/or Services to be provided by Supplier; (b) applicable performance standards, service levels, specifications and Acceptance Criteria for such Products and/or Services, and specific remedies (if any), in addition to those contained in this Agreement, for failure to meet such service levels or specifications, (c) the decisions, cooperation and materials, if any, to be provided by the Yum System; (d) the compensation or prices to be paid and, if expressly authorized, the expenses to be paid, for Products and/or Services delivered in accordance with the SOW, and any applicable taxes; (e) the time schedule, lead times and/or delivery dates for completion of the Services and delivery of Products; and (f) the designated project leader for each Party.
3.3	Project Leaders.  The project leader designated by each Party in a SOW will be the primary point of contact with the other Party, and must be fully aware of the progress under such SOW and any issues or problems on a daily basis and responsible for the timely and acceptable performance of all obligations under such SOW.  Such person must be able to obtain internal authorization from its Party for any requested decision or response from the other Party, and such authorized person must reply in a comprehensive manner within 2 normal business days of request from the other Party, or within 2 hours of a designated emergency request from the other Party. Should the Project Leader be inaccessible due to vacation, sick time, etc., the Project Leader will insure a backup with the same responsibility as the Project Leader is in place during their time out of office.   Supplier may not designate a new project leader without the prior express consent of Yum, which consent shall not be unreasonably withheld or delayed. 
3.4	 Process to Change SOWs .  The applicable member(s) of the Yum System may request in writing changes to a SOW, including changes that affect the scope or duration of Services, changes in the Products, and changes in the delivery schedule.  Upon receiving such written notice, Supplier will immediately suspend any work which would no longer be useful to the Yum System based upon the proposed modification.  Supplier will promptly notify such member(s) of the Yum System in writing (within 3 business days if the proposed modification is designated an emergency modification by such member(s) of the Yum System) with the details of an anticipated adjustment in the fees or expenses to be paid to Supplier.  The Parties will then negotiate promptly and in good faith (within 3 business days if designated an emergency request by such member(s) of the Yum System) a reasonable and equitable adjustment (not to exceed in any event the hourly rates or comparable fixed costs contained in the initial SOW) as part of an amendment to the SOW.
[bookmark: _Hlt49799116][bookmark: _Toc49797657][bookmark: _Toc160793368][bookmark: _Toc409422646]4.	COMPENSATION AND BILLING.
4.1	Compensation; Prices.  During the term of this Agreement, the members of the Yum System agree to compensate Supplier for its Products and Services as provided in this Agreement and each applicable SOW; provided, however, no charge for a Service may be considered as an estimate or other amount subject to increase, but will instead in all cases be considered as a cap, unless the Parties agree to the contrary in a SOW which especially references this Section 4.1 of the Agreement. Except for the compensation and expenses expressly agreed to be paid by the Yum System in this Agreement or a SOW. Supplier agrees to timely provide all Services and Products at its expense. Notwithstanding any other provision of this Agreement or a SOW, Supplier agrees that neither Yum nor any other member of the Yum System, or their respective employees, agents, or representatives, shall have any liability or obligation for any payments or claims made with respect to Products or Services sold by Supplier to any other members of the Yum System.  Supplier also agrees that Yum and all other members of the Yum System shall be released from any purchase commitment to Supplier to the extent that such purchase obligation is assumed or fulfilled by other members of the Yum System.  In addition, a fully executed SOW is required for Supplier to receive payment on any services or products provided. 
(a)	Prices.  Prices for the Products and Services shall be as set forth on the applicable SOW (the “Prices”), and shall not change for the duration of the applicable SOW without mutual agreement of the Parties as set forth in a writing signed by the Parties. Supplier may make customary prompt pay discounts available to the Yum System.  Except as may be otherwise expressly provided herein, Supplier warrants that the Price shall be complete and that no additional charges of any type shall be added without the prior written consent of the Yum System.  Such additional charges include, without limitation, shipping (including air freight charges), packaging, labeling, customs duties, taxes (except as provided in Section 4.5), storage, insurance, pallets, boxing or crating unless expressly agreed to, by the Yum System, in advance, in writing.
	(b)	Services.  Supplier may be compensated for Services on a time and materials basis, on a fixed price basis, or as otherwise provided in the applicable SOW.  In addition, if so specified in a SOW, Yum will reimburse Supplier for preapproved travel, lodging and meal costs and expenses reasonably incurred by Supplier in connection with its performance of Services and in accordance with any travel policies communicated by Yum to Supplier from time to time, but, unless expressly agreed to the contrary in a SOW which specifically references this Section 4.1. Travel and expense reimbursement shall be only for actual charges reasonably incurred. 
4.2	Invoicing for Consulting Services.  In the case of any consulting Services engagement, Supplier will invoice the relevant member(s) of the Yum System every month for time and materials consulting Services engagements or at agreed upon milestones or period payment dates for fixed price Services engagements, as set forth in the relevant SOW , with any credit balance to be applied or refunded within thirty (30) days.  Except as may otherwise be expressly agreed in a SOW, at least 25% of the total amount to be paid for fixed price Services will be withheld until final delivery and acceptance of all related Services under a SOW. 
4.3	Invoices for Products and Services.  Except for certain consulting Services to be billed as provided in Section 4.2 above, invoices for Products and related Services purchased hereunder will be electronically submitted to the relevant member of the Yum System at the address or addresses set forth in the applicable SOW.  Each invoice must be itemized and include: (a) a reference to the applicable SOW; (b) a detailed description of the relevant Products and Services and times of performance or delivery; (c) a detailed description of all authorized reimbursable travel or other expenses, if any; and (d) any additional charges that Yum has agreed in writing are the responsibility of the Yum System, if any. The relevant member of the Yum System will pay undisputed invoices net forty-five (45) days from member’s receipt of such invoice.  Certain alternate payment methods may result in discount terms for Yum, as specified in a SOW signed by the Parties.  Each member of Yum System shall have the option to either receive credit or   short pay invoices from Supplier for any amount that Supplier is obligated to pay such member of the Yum System hereunder against any amount payable by such member of the Yum System. 
4.4	Adjustments to Invoices.  If the relevant member of the Yum System believes that any adjustments to any invoices are necessary, it will give written notice to Supplier within sixty (60) days of receipt of an invoice, detailing the nature and basis of the requested adjustment, and the Parties shall work together promptly and in good faith to resolve the amount in dispute.  Any mutually agreed upon adjustment that is made will be reflected in a subsequent invoice issued within thirty (30) days after any such adjustment is determined.  In the event of an unresolved dispute over the amount of an invoice, the dispute resolution procedures provided by this Agreement shall be followed.  Any charges for Products and/or Services, or expenses or taxes not submitted to the applicable member of the Yum System within sixty (60) days after such Products and/or Services are provided is hereby waived by Supplier.  Supplier also agrees that any charges invoiced that are not correctly addressed and are not re-submitted to the proper address or contact within sixty (60) days of the invoice date, are hereby waived by Supplier with no late payment penalties to the Yum System. 
4.5	Taxes. If the Yum System expressly agrees to pay certain taxes associated with a Product or Service, all invoices must include and accurately set forth the specific applicable sales, use, excise, or other transactional taxes agreed to be paid by the Yum System.  The Yum System reserves the right, in such instances, to provide Supplier with valid tax exemption certificates with respect to any such tax. If Yum should provide an exemption certificate to Supplier to exempt a service from sales tax and a taxing jurisdiction later disallows such exemption in an audit of Supplier, Supplier agrees to immediately notify Yum of such proposed disallowance and allow Yum to timely challenge any related assessment on its behalf through all available means.  Failure of Supplier to allow such challenges by Yum will relieve Yum from any obligation to reimburse Supplier for the related tax assessments. In no event will the Yum System has any obligation to pay any taxes based on Supplier's net income or Supplier’s corporate franchise taxes or gross receipts taxes or license fees imposed on the Supplier for the privilege of doing business, or other taxes for employment or other benefits owed by Supplier arising from the employment or independent contractor relationship between Supplier and its personnel. At Yum’s request, Supplier will segregate the amounts invoiced under this Agreement into separate payment streams for (a) Products and Services that are taxable to the Yum System, (b) Products Services that are non-taxable to the Yum System and (c) Products and Services provided on a pass-through expense basis. Supplier shall be financially responsible for all taxes, if any, that Yum would otherwise be required to pay under this Agreement, to the extent such taxes exceed the amount of such taxes were such services or products provided or performed by Supplier, or Supplier’s employees, agents or subcontractors, in the United States.  Supplier specifically represents that there are no such taxes for works performed by Supplier’s employees, subcontractors, or agents, in another country other than the United States, for work done by or on behalf of Supplier for Yum United States based entities, even if such works are also for the benefits of Yum System entities not located in the United States.
4.6	Books and Records.  Supplier will maintain complete and accurate records of the prices, fees and expenses charged to the Yum System under each SOW for at least thirty-six (36) months after the termination or expiration of such SOW, and will make such records available to Yum during normal business hours. Supplier will provide copying capability and work space and cooperate in any audit of such records that Yum may undertake; provided, however, that: (a) any such audit will be at Yum’s, as applicable, sole expense unless such audit uncovers excessive payments of 5% or more of the aggregate invoice amounts subject to such audit, in which event Supplier will promptly pay the audit costs and reimburse Yum, as applicable, any such excessive payments; and (b) Yum may not perform more than two (2) such audits in any 12 month period.  All credits due the Yum System, or payments due the Yum System assuming no further payment is due Supplier, must be credited or paid to the Yum System within thirty (30) days.
4.7	Pricing Protection for Yum System.  Supplier agrees that, during the term of this Agreement, the net Price(s) for the Products and Services (considering unit price, discounts, allowances, rebates and other terms and conditions offered to other customers) will be as favorable as, or better than, the price(s) at which the Products or Services or any reasonably comparable substitute for the Products or Services are being sold by Supplier to any other company at similar volumes.  If Supplier offers a lower price for the Products or Services or any reasonably comparable substitute for the Products or Services to any other company at similar volumes, Supplier shall promptly offer the lower price, in writing, to the Yum System. 
[bookmark: _Hlt49799178][bookmark: _Toc49797658][bookmark: _Toc160793369][bookmark: _Toc409422647]5.	YUM SYSTEM’S OBLIGATIONS.
5.1	The Yum System will reasonably cooperate with Supplier and timely and satisfactorily complete tasks for which it is responsible as set forth hereunder and in applicable SOWs. The Yum System’s failure to perform such tasks will not be deemed to be grounds for termination by Supplier.  Supplier’s failure to perform its obligations under this Agreement will be excused to the extent such failure results from the Yum System’s failure to perform required tasks in the applicable SOW.
5.2	Unless otherwise provided in a SOW, Supplier shall provide the Services at the Yum System's facility(ies) identified in the applicable SOW. When Services are provided at a Yum System facility, that Yum System member shall provide appropriate workspace consistent with the requirements of the Products or Services to be provided under the SOW.  
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In addition to Supplier's other obligations under this Agreement, Supplier has the following obligations:
[bookmark: _Hlt62535324]6.1	Supplier’s Expertise.  Supplier agrees that (a) it is an expert (someone who, through education or experience, has gained extensive knowledge of a particular subject so that he or she could form an opinion that one without that extensive knowledge could not) in providing the types of Products and Services it will sell and for the prices agreed to under this Agreement, SOWs, and in determining whether and how those Products and Services will work for the Yum System, and (b) the Yum System is entitled to rely upon Supplier’s expertise. 
6.2	Supplier’s Duty to Perform.  Supplier will timely and satisfactorily perform all of its obligations under this Agreement and each SOW, and will maintain a staff adequate to meet such obligations in a high quality and timely manner.  Supplier has the duty at its expense to take whatever actions are reasonably necessary in order to timely and satisfactorily perform. Supplier understands that full payment is for timely and satisfactory performance, and that the Yum System, in addition to any other rights or remedies, has the right to reduce any amounts owed in a reasonable fashion by the reduction in value of any untimely or unsatisfactory Products and Services.  If any Products or Services do not meet performance standards or service levels set forth in applicable SOWs, the Yum System will be entitled to any specific remedies (including credits) for such failure described in the SOW in addition to any other remedies under this Agreement.
6.3	Product Requirements.  Each Product provided, supplied or installed by Supplier pursuant to this Agreement will be in good working order when installed and ready for use.  Supplier will promptly make all adjustments, repairs and replacements necessary to correct any defects in any Product for which it is providing maintenance under this Agreement.  The Yum System’s use and possession of the Products supplied by or through Supplier may not be interrupted or otherwise disturbed by Supplier or any person, firm or enterprise at any time controlled by or retained by Supplier or asserting a claim under or through Supplier.
6.4	Third Party Product Warranties.  Where applicable, Supplier will take the necessary steps to ensure that all third party product warranties will be passed through to the Yum System.  It is understood and agreed that third party products and third party warranties apply only to stand alone products manufactured entirely by a third party and which does not contain Supplier’s product or company names or logos, and all other Products hereunder shall be covered by the warranties set forth in Section 7 of this Agreement.
6.5	Supplier’s Employees and Subcontractors.  Supplier is solely responsible for its employees and any subcontractors or other third parties it engages in the performance of the Services or manufacture or delivery of Products pursuant to this Agreement.  Any breach of this Agreement by Supplier’s employees, subcontractors or suppliers will be deemed a breach by Supplier.  Supplier will ensure that each such employee and subcontractor is bound, in writing, to the obligations of confidentiality with respect to Yum System Confidential Information as set forth in Section 11 below, and to the Yum System facility rules, including Yum’s rights to search such employees’ computers and other materials brought onto Yum’s facilities by such personnel.  Supplier will cause its employees and subcontractors at Yum System's facilities to comply with Yum System's safety, security, and confidentiality rules and other rules applicable to those working in Yum System’s facilities, including but not limited to rules concerning training programs and policies, and access to and security of any Yum System computer system to which Supplier may have access.  Supplier will cooperate with authorized employees or third party agents or subcontractors of Yum System at Yum System’s facilities. Supplier will conduct annual criminal background checks and national sex offender registry checks of any of its employees and subcontractors who will have access to a Yum facility or Yum’s property in connection with the delivery of Services or Deliverables.  Supplier will not cause any employee or subcontractor to be allowed access to a Yum facility or property if that person is on the national sex offender registry or if that person has been convicted or a felony or misdemeanor involving theft, fraud or violence during the last seven years. Additionally, Supplier is solely responsible for compliance with laws regarding background checks and the use of criminal history information.  
6.6	Removal of Supplier’s Employees and Subcontractors.  Supplier agrees that Yum may request removal of any employee, subcontractor or supplier of Supplier working on Yum System premises or a Yum System SOW whom Yum reasonably deems to be unsatisfactory or not in the Yum System’s best interest.  Supplier will promptly remove such employee or subcontractor and, if requested by Yum, provide a suitable , at no additional cost to Yum, a replacement within five (5) days of Yum’s request, or such other time frame that the Parties may mutually agree. Supplier’s failure to provide a suitable replacement within such time will be deemed a material breach of this Agreement. Supplier will use commercially reasonable efforts to ensure the continuity of Supplier’s employees and subcontractors assigned to perform Services under this Agreement and to provide at least 14 days advance written notice to Yum if a key employee or subcontractor providing Services is voluntarily leaving or changing positions.  Supplier agrees that Yum will have the right to interview and approve any individuals that will be in a strategic operational or sales position for Yum prior to such individual being assigned to the Yum account.
6.7	Code Viruses and Related Matters.  Supplier will not code or introduce viruses or other damaging code into the Products, or into the systems used to operate the Products or provide the Services, or into the computing systems or networks of the Yum System, and will use commercially reasonable efforts to prevent others from doing so.  During the period of such duty, Supplier will perform regularly scheduled virus checks using the latest commercially available, most comprehensive virus detection and scanning programs.  If a virus is found to have been introduced into any computing systems or networks of the Yum System by Supplier or its employees or subcontractors, Supplier will notify Yum immediately. In addition, Supplier will use its best commercially reasonable efforts to assist Yum in reducing the effects of the virus and, if the virus causes a loss of operational efficiency or loss of data, to assist Yum in mitigating and restoring such losses.  The Yum System will provide reasonable access to the affected systems in order for Supplier to assist in such restoration of efficiency or data.  If a virus is found to have been introduced into any computing systems or networks of the Yum System by Supplier or its employees or subcontractors or due to the negligence of Supplier, Supplier will perform all of its obligations under this Section 6.7 at no cost to the Yum System, and Supplier will be liable to the Yum System for any direct damages and costs incurred as a result of such virus.
6.8	Title and Risk of Loss.  Title and risk of loss for Products passes from Supplier to the appropriate member of the Yum System upon delivery to that Yum System member’s specified location.
6.9	Software.  All terms and conditions of this Agreement, including warranties, will apply to any software sold or licensed by Supplier to the Yum System under this Agreement, except as the Parties may otherwise expressly agree in a SOW which references this Section 6.9, or in a separate software license agreement negotiated and signed by the Parties  In addition, in the case of third party software, Supplier will transfer to the Yum System any manufacturer’s warranty or license which comes with the software.  Supplier further warrants and agrees that the Yum System shall have a non-exclusive license to use the software, which license is transferred and/or assigned free of charge upon the further transfer of the Products.
6.10	Products and Services Availability.  Any Products and Services purchased by the Yum System will continue to be available for the longest time specified in a SOW, but in any event, except as otherwise expressly limited in a SOW , for at least 12 months following the first purchase by the Yum System under a SOW.  In addition to such Product and Service availability obligations, if Supplier chooses to discontinue offering such Products and Services after their expiration period under this Agreement, Supplier will use best commercially reasonable efforts to provide the Yum System with at least 365 days prior written notice to YUM, and thereafter, Supplier shall work with the Yum System to offer at a reasonable price (which price must comply with the terms and conditions of Section 4.7 of the Agreement) a “reasonably comparable substitute” (as defined in Section 4.7(a) of the Agreement, as amended or supplemented by applicable SOW) which, at a minimum, meets the Specifications.
When Supplier learns of the planned discontinuance of Products which are manufactured by a third party other than Supplier or its affiliates or subcontractors, Supplier, in addition to any other obligations it may have under this Agreement, or a SOW, agrees to use best commercially reasonable efforts to provide prompt notice to the Yum System of such discontinuance, and advise  the Yum System of the manufacturer’s new product intended to replace such discontinued Products, if any, and, whether Supplier has qualified a proposed substitute for such Products.  In the event the manufacturer of such third party Products offers a “last buy” opportunity for such Products, Supplier shall provide written notice thereof to the Yum System, and, if the Yum System advises Supplier of its desire to participate in such last buy opportunity and issues a non-cancelable SOW for a specified quantity of such Products, Supplier shall place a last buy order on behalf of the Yum System, and, upon receipt of payment for such Products, shall hold such Products on consignment for use under this Agreement as customer-provided material.
6.11	Financial Statements.  Supplier will provide to Yum financial statements of Supplier (audited, if available) for its most recently ended fiscal year and unaudited interim financial statements of Supplier and any entity of Supplier for its most recently completed fiscal quarter (or, at Yum’s discretion, such other financial statements or information of Supplier reasonably requested by Yum).  Supplier shall also from time to time provide Yum with such financial and other information concerning Supplier as Yum may reasonably request to confirm that Supplier has the financial strength and stability to perform its obligations under this Agreement.  All financial statements and other financial information provided by Supplier shall be prepared in accordance with generally accepted accounting principles and shall fairly present the financial condition and results of operations of Supplier at their date and for their indicated period. 
6.12	Compliance with Laws.  Supplier represents and covenants that:
	(a)	Supplier will not use child labor in the manufacture or packaging of the Products. The term "child" refers to a person younger than the age of compulsory education but in no case shall any child younger than fourteen (14) years of age be employed in connection with the production of the Products;
	(b)	Supplier will provide its employees with a safe and healthy workplace in compliance with all applicable laws;
	(c)	Supplier will only employ persons whose presence is voluntary.  Supplier shall not use any form of corporal punishment, mental or physical coercion as a form of discipline of its employees; and
	(d)	Supplier will comply with all applicable environmental laws.
6.13	Disposition of Remaining Inventory.  Supplier at its sole expense will be responsible for the destruction and disposal, in a lawful and responsible manner, of any inventory which is proprietary to the Yum System which the Yum System does not purchase due to the fault of Supplier as provided in this Agreement or an applicable SOW.  For any remaining inventory which is not proprietary, Supplier at its own risk may sell such inventory to third parties, but only if Supplier (i) at its own expense removes all packaging or other items which bear the names or trademarks of the Yum System, and (ii) does not directly or indirectly inform the purchasers of such inventory that it was formerly intended for use by the Yum System.  In either event, Supplier agrees to indemnify Yum and the other members of the Yum System against any claims and expenses (including reasonable attorney’s fees) concerning such remaining inventory.
6.14	Restrictions on Supplier’s Access to Yum’s Electronic Systems.  If Yum provides Supplier access to one or more of Yum’s electronic computing and/or communications systems (including but not limited to various internet, intranet, extranet, e-mail, and voice mail) (“E Systems”), Supplier agrees that the E Systems are owned by Yum, that Yum reserves the right to monitor use of the E Systems, that neither Supplier nor its employees or agents should have any expectation of privacy with regard to use of the E Systems, and that all information appearing on the E Systems (except for authorized information provided by Supplier or information publicly disclosed by Yum) will be considered as Yum Confidential Information (as defined in Section 11).  Supplier agrees that it will not use the E Systems except for the benefit of the Yum System as expressly authorized by Yum in this Agreement or in the E Systems.  Supplier agrees to maintain strict control of all usernames, passwords, and access lists it is given to the E Systems among only those of its current employees or other authorized users as are necessary to perform under this Agreement, to immediately remove such access for those persons no longer authorized, and to inform Yum immediately if there is reason to believe there is unauthorized access.  Supplier agrees to cause all who gain access to the E Systems through Supplier to maintain the confidential nature of all Confidential Information, to not use the E Systems except for the benefit of the Yum System, and to not attempt to introduce a virus or otherwise attempt to alter, destroy or damage the E Systems.  Supplier agrees that it will use the E Systems completely at its own risk, and that it will be liable to Yum for any damages incurred by Yum as a result of Supplier’s violation of these E System requirements.  If Yum grants Supplier a shared access directory with Yum, Supplier agrees to update its access list to the E Systems every day in which there is a change in persons who should be on the list, and to forward such update on the same day to Yum. Supplier’s failure to keep such access lists up to date shall be deemed a material breach of this Agreement. At Supplier’s sole option; as an alternative, if requested by Supplier and for such time as Yum’s consent is in effect, Supplier may instead grant Yum access to Supplier’s payroll or comparable system so that Yum updates the E Systems access list of Supplier to remove employees who have left Supplier.  Due to the importance of keeping access lists updated, Supplier grants Yum the right to audit Supplier’s access list from time to time, upon at least 48 hours prior notice.  Supplier agrees to grant Yum or its agent’s access to its payroll and other records as appropriate to verify compliance with the audit list.  Supplier agrees to pay Yum’s reasonable fees and costs of the audit if it is reasonably determined by Yum that Supplier’s access list was not kept up to date, on at least a weekly basis, from the time of any prior audit. Supplier agrees to update its access list (which list will be in the form of a report or profile generated from the Yum's personnel database) to the E Systems every day.
6.15	Employee Discounts.  Where Supplier offers products or services at a consumer level, Supplier agrees to provide, to the employees and employees’ families of the Yum System, discounts and other favorable terms and conditions on any of Supplier’s products or services as are requested from time to time by Yum. Supplier also agrees to reasonably cooperate with Yum in establishing such employee and family discount program in a user friendly fashion, such as use of the internet and passwords, for easy ordering and billing, and including use of Yum’s internet and/or intranet, with suitable links, if requested by Yum.  . Supplier understands and agrees that the Yum System is not responsible for payment for purchases, or other obligations, by the employees and employees’ families.
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7.1 	Warranties of Supplier.  The following warranties shall run to the benefit of the Yum System, and specifically to each member thereof which purchases Products and Services. 
	(a)	Fitness for Particular Purpose.  Supplier has been informed by the Yum System, and/or will use its expertise to determine, the particular purpose(s) for which the Products and/or Services are required and understands that the Yum System is relying on Supplier's skill and judgment to furnish suitable Products and/or Services.  Supplier warrants that the Products will be fit for such particular purpose(s), including but not limited to, as applicable, use within the Yum System’s restaurant or office environments as pertains to each applicable SOW.
	(b)	Specifications.  Supplier warrants that the Products will conform in every respect to the specifications for the Products provided, or to be provided, by Yum.  No deviations from such Specifications shall be made by Supplier unless previously authorized in writing by Yum.
	(c)	Warranty of Conformity to Law.  Supplier warrants that the Products have been or will be manufactured, processed, fabricated and/or produced and may be shipped, sold and used in a customary manner without violation of any law, ordinance, rule or regulation of any governmental or administrative body, including, but not limited to, the Fair Labor Standards Act, the Federal Consumer Product Safety Act, the Federal Hazardous Substances Act, the Occupational Safety and Health Act of 1970, the Equal Employment Opportunity Act, any relevant export and import laws, any laws concerning safety for children of all ages, and/or any rule or regulation promulgated pursuant thereto.  Supplier warrants that the Products will carry any required national, state or local certifications and labels (and in the case of international sales, if any, made by Supplier, any appropriate international certifications and labels) which may be required.
	(d)	Warranty of Rights and Title.  Supplier warrants that it has the right to transfer good and merchantable title to the Products; that the Products on delivery will be free from all security interests and other liens and encumbrances; and that the Yum and/or the relevant member of the Yum system will have peaceful possession and quiet enjoyment of the Products.  Supplier warrants it has full authority and sufficient rights to grant and convey the rights granted to Yum or any entity in the Yum System under this Agreement, for Yum’s access and use of the Products for the purposes set forth in this Agreement, in any SOW. Supplier further represents and warrants that sales, licensing or use of any of the Services furnished under this Agreement does not and shall not infringe, misappropriate or otherwise violate any Third Party’s intellectual property rights. As such, in accordance with the terms of this Agreement, Supplier grants Yum an unlimited, transferable, non-exclusive right to access and to use the Services listed on any SOW.
	(e)	Warranty of Merchantability.  Supplier warrants that the Products will be of merchantable quality.  Products to be of merchantable quality must be at least such as:
		(i)	Are of fair average quality and pass without objection in the trade under the contract description; 
		(ii)	Are fit for the ordinary purposes for which such Products are used; 
		(iii)	Run, without variation, of even kind, quality and quantity within each unit and among all units involved;
		(iv)	Are adequately contained, packaged and labeled in accordance with the Specifications, or if none be stated, then in such manner as reasonably may be required for identification of the Products, source, and relevant production information or as may be needed to facilitate a recall as otherwise provided herein and to assure the protection of the Products from damage or destruction; and
		(v)	In the case of fungible items, are of fair average quality with the description.
	(f)	Warranty of Materials and Workmanship.  Supplier warrants that the Products will be free from defects in materials and/or workmanship.
	(g)	Specifications Not a Warranty.  The Specifications will not constitute a warranty, express or implied, by Yum or the Yum System, against any claims whatsoever; and Yum and the Yum system, and their respective employees and agents, shall not be responsible to Supplier in any way, as indemnitor or otherwise, for or on account of any such claims or liability.  It is understood that it is Supplier's obligation to ensure that any Products it manufactures pursuant to such Specifications are non‑infringing, and otherwise meet all requirements imposed by law or by this Agreement.
	(h)	Warranty of Safety.  Supplier assumes entire responsibility for the safety of all Products it supplies to the Yum System when used for their intended or reasonably foreseeable purposes and in accordance with Supplier's reasonable instructions.
	(i)	Transferability of Warranties.  Supplier hereby agrees that all its warranties under this Agreement are transferable to any succeeding owner or operator of the facility where such Products are located, used, or consumed.
	(j)	No Recovery.  Supplier agrees it shall not be entitled to recover, under any circumstances, from Yum or any member of the Yum System, or their respective employees and agents, for any payments made by Supplier to service agencies, franchisees, suppliers, contractors, or subcontractors of any kind, or to any other party, in respect to the Products.
	(k)	Covenant of Supplier Regarding Parts and Services.  Supplier agrees that for the expected useful life of the Products after the installation of any Products purchased hereunder, Supplier shall provide parts and services for such Products at reasonable and favorable rates to the Yum System and upon such other reasonable and favorable terms, conditions and performance standards as may be appropriate, including, without limitation, reasonable response and problem resolution timeframes and reasonable and appropriate credits to the Yum System if Supplier fails to meet its obligations with respect to such parts and service.  Such rates and terms will be as favorable as, or better than, the rates at and terms upon which such parts are being offered to any other customer of Supplier.  If, after the expiration of the period of Supplier’s obligations hereunder, Supplier wishes to discontinue providing such parts and services to the Yum System, then Supplier must provide no less than three hundred sixty five (365) days prior written notice of its intentions to Yum, and Supplier agrees that it will, at the request of Yum, provide to Yum such plans, specifications, drawings, manuals and other information as may be necessary for Yum or any third party, to continue to provide parts and services for the Products purchased hereunder.
7.2	Additional Warranty of Supplier for Services.  Supplier will deliver the Services in a professional and workmanlike manner in accordance with the highest industry standards.  All Services will conform with the applicable performance standards and service levels set forth in this Agreement, or incorporated by reference in the applicable SOWs, to the reasonable satisfaction of Yum.
7.3.	Additional Warranty of Supplier for Software.  Supplier hereby warrants to the Yum System that any software as delivered by Supplier to the Yum System shall be free from material defects in design, workmanship and materials and shall perform substantially in accordance with the Yum System’s reasonably intended purposes for a period of one hundred and eighty (180) days from the date the software is accepted by the Yum System, and thereafter for so long as the Yum System pays Supplier’s reasonable maintenance charges for such software.  In the event of a breach of this software warrant the Yum System may, at its option, either obtain the prompt and effective replacement or modification of the defective software with conforming software, at no charge to the Yum System, to terminate the software license and receive a refund of the software license fees paid for the software, or to retain the software and pay a reduced license fee equal to the reduction in value to the Yum System resulting from such defects in the software.  If use of the software is tied to the use by the Yum System of other Products or Services sold directly or indirectly by Supplier to the Yum System, the Yum System also retains the right, in the event it chooses to terminate the software license, to also terminate any related agreements for the purchase or use of such related Products and/or Services which lose all or a portion of their value to the Yum System because of such software defect, and to receive a refund from Supplier of any amounts paid by the Yum System for such related Products and Services. 
7.4	Survival of Warranties.  All warranties, expressed and/or implied, shall survive inspection, delivery, acceptance and payment, and the expiration or earlier termination of this Agreement.
7.5	No Disclaimer of Implied Warranties.  No warranty implied in connection with the sale and/or purchase of the Products and/or Services herein either by operation of law or arising from usage in the trade, course of performance or course of dealing may be disclaimed by Supplier. 
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8.1	Supplier will retain all rights and interests to all materials and intellectual property including, without limitation, all tools, data, specifications or methods used to design, create, generate or otherwise develop the Products and Services or perform the Services) belonging to Supplier prior to the Effective Date of this Agreement or developed by Supplier independently of any obligations under this Agreement or an SOW (collectively, “Supplier Materials”). 
8.2 	Except for (a) Supplier Materials (as defined above in Section 8.1) that are incorporated or used in the performance of the Services or development of the Services or Products and Services set forth in an applicable SOW, (b) any products or software licensed or provided to Yum by a subcontractor or agent of Supplier pursuant to a separate license agreement or other instrument, or (c) as otherwise agreed between the Parties in an applicable SOW, Supplier agrees that the Products and Services provided by Supplier (or its subcontractors or agents) under a SOW (including, without limitation, all documents, manuals, designs, improvements, enhancements, computer programs, computer systems, data, computer documentation and other tangible materials) are the sole and exclusive property of Yum, and will be considered “works made for hire” and constitute the work product of Yum.  In the event any such Products and Services do not fall within the specifically enumerated works that constitute works made for hire under the United States copyright laws, Supplier, hereby assigns all rights granted under such laws to Yum with respect to such Products and Services.  Supplier agrees to render, at Yum’s sole cost and expense for any of Supplier’s out of pocket expenses, all reasonably required assistance to Yum to protect such rights.
8.3	To the extent that Supplier incorporates any Supplier Materials into the Products and Services, Supplier hereby grants to Yum a perpetual, royalty-free, non-exclusive, nontransferable license to use such Supplier Materials and any further development of such Supplier Materials, solely in connection with use of the Products and Services by Yum or an entity within the Yum System; except that if such Supplier Materials consist of commercial software, the license terms for such software will be set forth in the applicable SOW.
8.4	In no event will either Party be precluded from developing for itself, or for others, materials that are competitive with the Products and Services, regardless of how the Products and Services are categorized and irrespective of their similarity to the Products and Services provided that no Confidential Information of either Party is used in the development of such other materials.
8.5	To the extent that Yum provides to Supplier under this Agreement any information or materials owned or licensed by Yum, including software code, data, trademarks, service marks or logos, (collectively, “Yum Materials”), Yum hereby grants to Supplier a limited, nonexclusive license to use such Yum Materials solely in connection with the provision of Services and in accordance with this Agreement, and subject to any terms or restrictions communicated by Yum to Supplier from time to time.  Supplier will use the Yum Materials in a manner consistent with Yum’s ownership.  Supplier acquires no ownership rights in the Yum Materials and the limited rights granted to Supplier under this Section end immediately upon termination or expiration of this Agreement.  All use of the Yum Materials by Supplier will inure to the benefit of Yum.
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[bookmark: _Hlt49805839]EXCEPT FOR A PARTY’S GROSS NEGLIGENCE OR WILLFUL MISCONDUCT, FOR SUPPLIER’S INDEMNIFICATION OBLIGATION UNDER SECTION 10, OR FOR A BREACH OF SECTION 11, NEITHER PARTY WILL BE LIABLE TO THE OTHER PARTY FOR THE OTHER PARTY’S LOST PROFITS OR SPECIAL, INCIDENTAL, PUNITIVE, EXEMPLARY, INDIRECT OR CONSEQUENTIAL DAMAGES, EVEN IF SUCH PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.  THE PROVISIONS OF THIS SECTION 9 SHALL APPLY REGARDLESS OF THE FORM OF ACTION, DAMAGE, CLAIM, LIABILITY, COST, EXPENSE, OR LOSS, WHETHER IN CONTRACT, STATUTE, TORT (INCLUDING, WITHOUT LIMITATION, NEGLIGENCE), OR OTHERWISE. 
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10.1	Supplier will indemnify, hold harmless and defend Yum and entities in the Yum System, and their respective directors, partners, officers, employees, representatives, and agents (collectively, the “Indemnitees”) from and against any and all claims, liabilities, losses, reasonable and necessary expenses actually incurred (including reasonable attorneys' fees), fines, penalties, taxes or damages (collectively "Liabilities") asserted against Yum or an entity in the Yum System by a third party to the extent such Liabilities result from the infringement by the Products or Services upon any third party's trade secret, trademark, service mark, copyright or patent (collectively, an “Intellectual Property Right”).  If any of the Products or Services are found, or in Supplier’s reasonable opinion are likely to be found, to infringe on an Intellectual Property Right, in addition to its indemnity obligation, Supplier may within a reasonable time, at its option and sole expense, (a) secure for Yum the right to continue the use of such infringing item; (b) replace such item with a substantially equivalent non-infringing item or modify such item so that it becomes non-infringing; or (c) if neither of the preceding two options is feasible, accept return of the infringing item from Yum and refund to Yum the amount paid to Supplier for such item and Services provided in connection with such item.  Yum, in addition, will have a right against Supplier for any direct damages incurred by the Yum System, including the cost to replace such infringing item from another source and the reduction in value to the Yum System or other Products or Services provided by Supplier based upon removal of the infringing item.
10.2	Supplier will defend, indemnify, and hold harmless the Indemnitees from and against any and all Liabilities incurred by or asserted against Yum or an entity in the Yum System by third parties relating to or arising out of (a) any claim that Supplier or Products or Services provided by Supplier or its subcontractors or suppliers or its employees or agents under this Agreement has caused bodily injury (including death) or has damaged real or tangible, or intangible personal property; (b) breach of any of Supplier’s warranties contained in this Agreement; (c) violation by Supplier or its employees, subcontractors or suppliers of any governmental laws, rules, ordinances, or regulations, (d) any claim of nonpayment by or on behalf of Supplier’s subcontractors, suppliers, employees or agents; or (e) any claim for or relating to wages, salaries or other compensation or benefits of Supplier’s employees, including, but not limited to any stock options, medical or retirement benefits, taxes and other expenses arising from the employment or independent contractor relationship between Supplier and its personnel and the provision of Products or Services hereunder by such personnel to Yum and/or the Yum System.
10.3	In the event of a Liability for which Yum is seeking indemnification from Supplier, Yum will timely notify Supplier of such Liability, give Supplier the right to control and direct the defense (at Supplier's sole expense) and any settlement of any such claim, and give reasonable cooperation to Supplier for the defense of same. Notwithstanding anything to the contrary above, Supplier may not enter into any settlement or other disposition of a Liability that impacts Yum or the Yum System without Yum's prior written approval.
10.4	If Yum provides or licenses to Supplier any Yum Materials under this Agreement, Yum will indemnify, hold harmless and defend Supplier from and against any Liabilities asserted against Supplier by a third party to the extent such Liabilities arise from the infringement by the Yum Materials upon a third party's Intellectual Property Right as a result of the authorized use of such Yum Materials by Supplier in accordance with this Agreement.  In the event of a Liability for which Supplier is seeking indemnification from Yum, Supplier will timely notify Yum of such Liability, give Yum the right to control and direct the defense and any settlement of any such claim, and give reasonable cooperation to Yum for the defense of same.
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11.1	Each Party will protect the other’s Confidential Information (as defined in Section 11.2) at all times and in the same manner as each protects the confidentiality of its own proprietary and confidential materials, but in no event with less than a reasonable standard of care.
11.2	“Confidential Information” means (a) information or material that has been marked or designated in writing by the disclosing Party at the time of disclosure as proprietary or confidential and (b) in the case of the Yum System, all documents, computer programs and documentation, reports, financial or other data, records, forms, tools, products, services, methodologies, present and future research, technical knowledge, marketing plans, business plans, trade secrets, customer lists and operational data of the Yum System or its agents or subcontractors and any other material or information of the Yum System that due to its character and nature a reasonable person under like circumstances would treat as confidential, whether tangible or intangible and whether or not stored, compiled, or memorialized physically, electronically, graphically, in writing, or by any means now known or later invented, and including any work product and information developed during performance of this Agreement.  The terms of this Agreement are the confidential information of both Parties.  Confidential Information does not include information that: (i) is already lawfully known to the recipient at the time of disclosure; (ii) is or becomes publicly known through no wrongful act or failure of recipient; (iii) is independently developed by recipient without benefit of the other Party’s Confidential Information; or (iv) is received from a third party without further restrictions on disclosure, which is not under and does not thereby breach an obligation of confidentiality.
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12.1	The term of this Agreement begins on the Effective Date and will continue until terminated in accordance with this Section 12.  The term of each SOW will begin and end on the dates contained in such SOW. 
12.2	Termination for Convenience.
(a)	At any time that there is no uncompleted SOW outstanding, Yum or Supplier may terminate this Agreement for any or no reason upon 30 days advance written notice to the other.  In such event, the terms of this Agreement will continue to apply to completed SOWs, to the extent that such terms by their nature reasonably would be expected to continue.
(b)	The relevant member(s) of Yum System may terminate for convenience any SOW by providing Supplier with at least three (3) business days prior written notice (the “Cancellation Notice”).  Within 30 days after such termination, the relevant member(s) of the Yum System will pay Supplier all authorized fees and expenses that have been incurred or earned in connection with the performance of Services and delivery of Products in accordance with this Agreement through the effective date of such termination.  For partially completed milestone Products and Services or for partial periods of performance for which milestone or periodic payments are not yet due on the date of termination, the relevant member(s) of the Yum System will pay Supplier a pro rata share of payment based upon the portion of the Services or Products completed by Supplier as of the termination date. In the event of termination by the relevant member(s) of the Yum System with less than the Cancellation Notice as described in this Section 12.2 (b) for a Service, the relevant member(s) of the Yum System shall also pay a fee equal to the aggregate amount that Supplier’s personnel performing the applicable Service SOW would have billed for each eight hour day by which the Cancellation Notice is late.
12.3	Termination for Cause.
(a)	Termination By Supplier.  Supplier may terminate any outstanding SOW  upon written notice to the relevant member(s) of the Yum System if such member(s) of the Yum System breaches a material term of this Agreement or such SOW  and such breach remains uncured 30 days after notice of such breach from Supplier.  Upon any such termination by Supplier due to an uncured breach by a member of the Yum System, Supplier will be paid within 30 days after the effective date of termination the remaining fees and expenses which have been incurred or earned in connection with the performance of Services through the effective date of such termination, it being Supplier’s duty to reasonably mitigate such damages.
(b)	Termination by Yum.  The relevant member(s) of the Yum System may terminate any outstanding SOW upon written notice to the Supplier if (i) Supplier breaches a material term of this Agreement or an applicable SOW and such breach remains uncured 30 days after notice of such breach from the relevant member(s) of the Yum System, or (ii) Supplier commits more than three (3) breaches a material term of this Agreement or applicable SOW(s)(s) during any rolling twelve month (12) month period, regardless of whether or not Supplier has cured such breaches to the relevant member(s) of the Yum System's reasonable satisfaction.  Upon the relevant member(s) of the Yum System's termination of the Agreement pursuant to this Section 12.3(b), Supplier will be paid within 30 days after the effective date of termination the reasonable value to the relevant member(s) of the Yum System of the fees and expenses which have been incurred or earned for Services performed and Products delivered and accepted in accordance with this Agreement and the applicable SOW(s)(s) through the effective date of such termination, but reduced by the reduction in value to the relevant member(s) of the Yum System of any related Services already paid for by the relevant member(s) of the Yum System and any other amounts owed to the relevant member(s) of the Yum System under this Agreement and the applicable SOW(s)(s).  In addition, Supplier will refund within 30 days any amount due to the relevant member(s) of the Yum System if it exceeds any amount owed by the relevant member(s) of the Yum System to Supplier.
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All notices contemplated under this Agreement shall be in writing and shall be deemed received as reasonably evidenced via receipted mail (including e:mail, facsimile, overnight delivery, or regular mail), postage prepaid as applicable and addressed as follows:
If to Yum:
Yum Restaurant Services Group, LLC
1441 Gardiner Lane
Louisville, KY 40213
Attention: CIO
with a copy to the same address except:
with Attention: YUM Counsel
If to Supplier:



A Party may from time to time change its address or designee for notification purposes by giving the other Party prior notice of the new address or designee and the date upon which the change will become effective.
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Throughout the term of this Agreement and for so long thereafter as Supplier’s Products and Services remain in the Yum System, Supplier will at its own expense, obtain and maintain the following insurance: (a) Commercial General Liability, with coverage of not less than $2,000,000 per occurrence and $10,000,000 in the aggregate for bodily injury and property damage; (b) Motor Vehicle Liability insurance for owned, non-owned and hired vehicles, with limits of not less than $10,000,000 combined single limit for bodily injury and property damage; (c) Workers’ Compensation insurance in the amount required by statute for all states in which the Services are to be performed, (d) Professional Liability Insurance with limits of not less than $10,000,000 per claim, (e) contractual liability insuring Supplier’s performance under this Agreement and all Statements of Work, with limits of not less than $10,000,000 per occurrence and $10,000,000 in the aggregate, (f) cyber liability in the amount of $100,000,000 per occurrence, and $100,000,000 in the aggregate, and (g) an umbrella policy in the amount of $5,000,000 per occurrence, and $5,000,000 in the aggregate.  Yum will be named as an additional insured for all such insurance, with the exception of Workers’ Compensation and Professional Liability. Such insurance will require the Supplier to notify Yum in writing at least 30 days in advance of any change adverse to Yum to its coverage as described herein.  Supplier will furnish certificates of insurance evidencing coverage or other acceptable evidence of self-insurance to Yum upon request. All insurance companies utilized will maintain a AM Best rating (or equivalent) of A- or better.
[bookmark: _Hlt49799668][bookmark: _Toc160793379][bookmark: _Toc409422657][bookmark: _Toc49797668]15.	DISPUTE RESOLUTION. 
15.1	(a) This Agreement shall be interpreted and enforced according to the laws of the Commonwealth of Kentucky, without regard to its conflict of laws principles.  In the event of a dispute between the Parties under this Agreement, the Parties agree, at the request of either Party, to appoint executive officers to meet in good faith within 60 days from such request, with a mediator experienced in this type of dispute, to resolve the dispute.  The mediator’s costs and fees will be split equally by the Parties. The mediator will be selected by mutual agreement or according to the rules of the American Arbitration Association. In addition, the Parties irrevocably consent to the exclusive jurisdiction for any dispute involving only Supplier and Yum in the state or federal courts of Louisville, Kentucky, and the exclusive venue of any proceeding involving only Supplier and a Franchisee or Distributor to be the locality of the Franchisee's or Distributor’s principal place of business.(b)  Any unresolved disputes between the Parties, except as otherwise provided in this Section, will be resolved exclusively by confidential binding arbitration in Louisville, Kentucky in accordance with the Commercial Arbitration rules of the American Arbitration Association (the "AAA"); provided, one neutral arbitrator experienced in the type of dispute will be chosen in accordance with AAA rules.  The arbitrator will charge the reasonable attorneys' fees and costs of the prevailing Party to the other Party, but in an amount not to exceed one-half of the value of the award.  Either Party may file in appropriate state or federal court to temporarily protect its rights under this Agreement pending the outcome of the dispute resolution process.
[bookmark: _Hlt49799733][bookmark: _Toc49797669][bookmark: _Toc160793380][bookmark: _Toc409422658]16.	USE OF AGREEMENT AND SOW BY YUM SYSTEM; DIVESTITURE OF YUM AFFILIATE.
16.1	Supplier understands and agrees that its Products and Services under this Agreement and under any SOW may be used by or for the benefit of the Yum System, provided that key vendors of Yum, where necessary, may use Products and Services only as such use relates to their interaction with or on behalf of the Yum System, it’s commonly owned affiliates or Franchisees. If Yum and Supplier agree it is appropriate, such use of the Products or Services, for some or all of the Franchisees or key vendors, may require their execution of a separate adoption agreement in the form attached as Exhibit B to this Agreement.  In either case, Yum assumes no liability for any entity within the Yum System that participates in this Agreement, or any SOW under this Agreement. 
16.2	If Yum sells or otherwise reduces its interest in a commonly owned affiliate below 50% (“Divested Affiliate”), Yum at its discretion, with no additional charge to Yum or Divested Affiliate, may allow the Divested Affiliate to temporarily (up to 180 days from the effective date of divestiture) continue to use Supplier’s Products and Services, including any software on Divested Affiliate's equipment licensed from Supplier but not separately licensed to Divested Affiliate, or utilize such Software on Yum’s equipment, or Products and Services to provide benefit to the Divested Affiliate for the purpose of facilitating an orderly transition of said Divested Affiliate to either become part of another organization or to achieve an independent status, provided that (a) such use does not exceed the use allowed under this Agreement were such Divested Affiliate to remain a part of Yum, and (b) said use is governed by the terms and conditions of this Agreement and/or the applicable software license. With regard to Software, Supplier will use commercially reasonable efforts to obtain such rights in any license agreements with third party suppliers of software provided to Yum under this Agreement.
16.3	Benefit of Agreement.  All members of the Yum System shall be third party beneficiaries of Supplier's obligations and restrictions under this Agreement and applicable SOWs and shall be entitled to enforce such obligations and restrictions directly against Supplier.  No member of the Yum System shall have financial or other liability whatsoever for any purchases made by other members of the Yum System hereunder. In the case of Products proprietary to the Yum System or containing Confidential Information of Yum or the Yum System, Supplier shall not sell such Products to anyone other than members of the Yum System.  Any consent, notice, approval, authorization, acceptance, inspection or shipment of, or payment for Products ordered by a member of the Yum System, may be given by that member of the Yum System. 
[bookmark: _Toc409422659]17.	Data Privacy and Data Security / Payment Card Industry Compliance.
[bookmark: _Hlt49799728][bookmark: _Toc49797670][bookmark: _Toc160793381]17.1	If Supplier is or will be receiving, storing, maintaining, processing or otherwise have access to personal information (e.g. name, address, birth date, Social Security number, driver’s license number or state-issued ID, financial/bank account number, credit or debit card number, health related information or other personally identifiable information) of Yum’s employees and/or customers, Supplier represents and warrants that it will at all times comply with the terms and conditions set forth in Exhibit C of this Agreement, attached hereto and incorporated herein, concerning Data Privacy and Security. 
17.2	Supplier represents and warrants that it is a PCI DSS certified service provider and will maintain that certification for the term of this Agreement.  Supplier shall provide Yum with documentation of such certification within 30 days of the Effective Date of this Agreement and on an annual basis thereafter. In addition, Supplier agrees to the terms and conditions in Exhibit D of this Agreement, attached hereto and incorporated herein. 
[bookmark: _Toc409422660]18.	MISCELLANEOUS.
18.1	Neither Supplier nor Yum may use the other as a reference for the products or services or general reputation of the other, or use the name, trademarks, trade names, or service marks of the other, or quote the opinion of any employee of the other in any advertising, presentations or otherwise.  Neither Supplier nor Yum may issue any press release or public notice concerning the Yum System’s use of Supplier’s Products or Services or otherwise reference the relationship of the Parties under this Agreement without the advance written consent of the other.
18.2	Except as may otherwise be expressly provided in this Agreement, neither Party may assign or transfer this Agreement or any of its obligations hereunder without the other Party's express, prior written consent, which consent may not be unreasonably withheld or delayed.
18.3	The Parties will comply with all applicable laws, whether foreign, federal, state or local. 
18.4 Entire Agreement.  Supplier and Yum agree that this Agreement (including any applicable SOWs issued by the Yum System) contains the entire agreement among the Parties with respect to the purchase and sale of Products and/or the providing of Services.
	(a)	Unless Supplier and Yum sign an agreement that amends the provisions of this Agreement and/or a SOW by express reference to the specific sections of this Agreement and/or a SOW, no other document may supplement or vary the terms of this Agreement and/or any SOW, and the terms of this Agreement and/or any applicable SOW shall control and supersede the terms of any such other Order Documentation including, without limitation, any order acknowledgment documentation issued by Supplier to the Yum System. An amendment to this Agreement shall apply to Supplier and its current or future parent, subsidiary and commonly owned affiliates, and to Yum and all members of the Yum System. 
	(b)	The Yum System objects to any order acknowledgment or other order documentation issued by Supplier that states terms in addition to or different than, or which vary from, the terms of this Agreement and/or the applicable SOW; such additional, different or varying terms will not be part of any agreement between Supplier and the Yum System, even if such order documentation purports to govern or supersede this Agreement. 
In addition, both Parties had ample opportunity to use counsel and to negotiate this Agreement and each SOW so that neither Party will be considered as the drafter of this Agreement against whom interpretation should be made.  This Agreement, including the agreed SOWs, constitutes the entire agreement of the Parties and may be modified only in writing executed by an officer of the Party to be charged, and may not be modified by the terms of any invoice, or other document, or by any usage, custom, or course of dealing. 
[bookmark: _Hlt49799777][bookmark: _Toc494169428][bookmark: _Toc494169457]18.5	Neither Yum or Supplier is liable for any delays or failures in its performance hereunder resulting from circumstances or causes beyond its reasonable control, including, without limitation, force majeure acts of God, acts or threatened acts of terrorism, war or other violence, or any law, order or requirement of any governmental agency or authority (but excluding orders or requirements pertaining to tax liability).  In the event of such delay or failure, the other Party does not have any duty to perform related responsibilities, and also has the right to cancel all affected SOWs as for uncured breach, if the delay is reasonably expected to last more than 30 days. 
18.6	Supplier is performing the Services and providing the Products as an independent contractor, is not an employee, partner, joint venturer, or agent of Yum or any entity in the Yum System, and neither Supplier nor Yum has or may represent that they have authority to bind the other, or be or become liable or bound by any representation, act or omission whatsoever of the other.  
18.7	If any term or condition of this Agreement or a SOW is held to be invalid, void or unenforceable, the remainder of this Agreement or a SOW will remain valid and enforceable to the fullest extent permitted by law. 
18.8	The section headings used herein are for reference and convenience only and will not affect the interpretation hereof. 
18.8	During the term of and for six months after completion or termination of a SOW, neither Supplier nor Yum may directly solicit for hire as an employee, any of the other's personnel who have had material direct involvement with the SOW; “solicit” does not mean posting or otherwise generally advertising open jobs, to which an employee of the other Party may respond. 
18.10	Any sections which by their nature reasonably should survive, will survive any expiration or termination of this Agreement. 
18.11	No single or multiple delays, failure to exercise, or partial exercise of any right or remedy will operate as a waiver thereof unless agreed to in writing by the Party to be bound thereby.
18.12	No Drafting Penalty.  Neither Party to this Agreement shall be deemed to be the drafter of any of the provisions of this Agreement.  No Party hereto shall thus take any position in any dispute resolution proceeding or otherwise that any vague or ambiguous provisions of this Agreement should be construed against another Party hereto simply because such other Party may have actually drafted such provision.


In Witness Whereof, the Parties hereto have caused this Agreement to be executed by their duly authorized representatives as of the Effective Date. Supplier and Yum agree that Supplier will execute all agreements prior to Yum. In the event that Yum does sign this Agreement or a particular SOW prior to Supplier, Supplier further agrees that it does not have the right to make any further changes to such agreement, or to bill Yum, and Yum shall have no obligation to pay Supplier until such Agreement, or SOW has been fully executed and delivered to Yum. 

YUM RESTAURANT SERVICES GROUP, LLC.	[INSERT SUPPLIER NAME]


By:		By:	
Name:		Name:	
Title:		Title:	
Date:		Date:	
[bookmark: _Toc49797671][bookmark: _Toc160793382][bookmark: _Toc409422661]
Exhibit A

STATEMENT OF WORK Number - ______________

Effective Date: __________________

Parties to this SOW:


Name and Contact Information for Each Party’s Project Leader: 



This Statement of Work (“SOW”) is subject to the terms and conditions of the Yum Information Technology Products and Services Master Terms and Conditions Agreement #_______________ between the Parties.

1. Summary of Services be Performed:


2. Terms of Engagement:


3. Deliverables:

	Deliverable/Task
	Delivery Date
	Acceptance Criteria

	
	
	

	
	
	

	
	
	

	
	
	



4. Location for Performance of Services:


5. Yum Obligations: 

Yum will complete the following tasks in connection with the Services:  

	Task
	Delivery Date

	
	

	
	

	
	



6. Performance Standards / Service Levels:


7. Compensation:

7.1	For Services that are not invoiced once per month, Yum will pay according to the staged events as follows: [insert the relevant staged or milestones that trigger invoices, retaining at least 25% of the total amount owed until Acceptance has occurred]; and,

7.2	Supplier will provide Services or Deliverables requested by Yum which are related to this SOW at rates not to exceed the rates set forth below:

	Title/Function
	Hourly Rate

	
	$  /hour

	
	$  /hour




8. Invoice Address:

9. Assumptions:


10. Additional Business Terms and Conditions:



IN WITNESS WHEREOF, the Parties hereto have caused this Statement of Work to be executed by their duly authorized representatives as of the SOW Effective Date.

YUM RESTAURANT SERVICES GROUP, 	LLC		SUPPLIER





By:							By:					

Printed Name:						Printed Name:				

Title:							Title: 					

Date:							Date:_________________________

[bookmark: _Toc49797672][bookmark: _Toc160793383][bookmark: _Toc409422662]
Exhibit B
FRANCHISEE ADOPTION AGREEMENT

Yum Information Technology
Products and Services
Master Terms and Conditions Agreement

By executing this ADOPTION AGREEMENT effective this _____ day of __________, 200_, the undersigned franchisee, licensee or joint venture (“Franchisee”) of the affiliates of Yum Restaurant Services Group, LLC. (“Yum”) agrees to be bound by the terms and conditions of the Yum Information Technology Products and Services Master Terms and Conditions Agreement between Yum and [INSERT NAME OF SUPPLIER] (“Supplier”), dated [INSERT DATE], and to be bound to the terms and conditions of the Statement of Work (“SOW”) between Yum and Supplier,, dated [INSERT DATE], for purposes of any purchases of products or services received by Franchisee under such SOW.



Agreed and Accepted.

		_______________________________
Franchisee		[INSERT NAME OF SUPPLIER]




By: 		By: 	

Printed: 		Printed: 	

Title: 		Title: 	

Date: 		Date: 	

[bookmark: _Hlt49799930][bookmark: _Hlt49800594]







EXHIBIT C
DATA PRIVACY AND DATA SECURITY
Any personal information including name, address, birth date, Social Security number, driver’s license number or state-issued ID, financial/bank account number, credit or debit card number, health related information or other personally identifiable information (“Personal Information”) collected, or otherwise possessed or controlled, by Supplier in the course of performing its Services hereunder, will be collected, secured and maintained in accordance with Yum’s privacy policy  as it may be amended or updated from time to time, as well as any international, federal, state or local privacy and/or security laws or regulations applicable to the collection, use, transfer or storage of such Personal Information or the Services (“Privacy Laws”).  Supplier will at all times perform its obligations hereunder in such a manner as not to cause Yum or any member(s) of the Yum System to be in violation of the Privacy Laws.
All Personal Information is and will remain the property of Yum and/or subject to the privacy rights of the individuals from whom the Personal Information is collected.  Supplier will collect, use, access, maintain, and disclose or share the Personal Information only to the extent strictly necessary to perform its obligations under this Agreement, or as otherwise required by law and/or permitted by Yum.  Supplier may not otherwise use or modify the Personal Information, merge it with other data, commercially exploit it, disclose it, or do any other thing that may in any manner adversely affect the integrity, security or confidentiality of such Personal Information, other than as expressly specified herein or as directed by Yum in writing.
Supplier will be fully responsible for any unauthorized collection, access, use and/or disclosure of Personal Information.  Without limiting the foregoing, Supplier will employ administrative, physical, technical and organizational safeguards that: 
[bookmark: _Toc409422663](a) 	are designed to prevent the unauthorized collection, access, use and disclosure of Personal Information (“Safeguards”); and
[bookmark: _Toc409422664](b) 	meet or exceed industry standards regarding Safeguards.  
[bookmark: _Toc409422665]The Safeguards will include at a minimum: 
(i) [bookmark: _Toc409422666]maintaining on Supplier’s premises a secure location (that may include electronic storage), in which any and all Personal Information will be stored; 
(ii) [bookmark: _Toc409422667]encryption of any Personal Information that is transmitted into or outside of Supplier’s computer systems through electronic means of communication (e.g., e-mail or Internet)  and when placed on mobile storage media (e.g., laptops, thumb drives, flash drives);
(iii) [bookmark: _Toc409422668]training its employees and subcontractors regarding their confidentiality obligations and the treatment of Personal Information hereunder; and providing access to Personal Information only to Supplier’s employees and subcontractor personnel, who have a need to know or otherwise access the Personal Information to enable Supplier to perform its obligations hereunder, and who are bound by obligations of confidentiality sufficient to protect the Personal Information in accordance with the terms hereof (“authorized employees”). 
[bookmark: _Toc409422669]Upon Yum’s written request, Supplier will promptly identify such authorized employees to Yum in writing.  During the term of each authorized employee’s employment by Supplier, Supplier will at all times cause such authorized employee to strictly abide by its obligations hereunder and, after the termination of his/her employment, Supplier will use the same efforts to enforce the confidentiality obligations of such authorized employee as Supplier uses to enforce such obligations with respect to its own similarly confidential information, provided that Supplier will not use less than reasonable efforts in such enforcement.  
[bookmark: _Toc409422670]Supplier represents and warrants that it has in place a comprehensive written security program to protect Personal Information and will otherwise cooperate with Yum in maintaining and implementing, at Yum’s request, procedures to ensure the security of the Personal Information.  Supplier further agrees that it will maintain a disciplinary process to address any unauthorized access, use or disclosure of Personal Information by any of Supplier’s officers, partners, principals, employees, agents or independent contractors.  
[bookmark: _Toc409422671]Except in response to a valid court order or otherwise to the extent legally required in response to a request from a law enforcement agency, in no event will Supplier disclose any Personal Information to any third party except to the extent strictly necessary to perform its obligations under this Agreement or applicable SOW, and in such case subject to a binding agreement requiring the same level of data privacy, protection and information security as required hereunder.
[bookmark: _Toc409422672]Supplier will immediately (i) notify Yum in writing of any breaches or suspected breaches of security that may result in the unauthorized collection, access, use or disclosure of Personal Information or (ii) inform Yum in writing if Supplier receives any oral or written notice of inquiry, investigation or review from any individual or administrative agency (such as the Federal Trade Commission or State Attorney Generals’ offices or other similar agency in countries outside of the U.S.) that arises out of, relates to or affects the Services provided by Supplier.  Supplier will comply with Yum requests and make all reasonable efforts to assist Yum in relation to the investigation and remedy of any such breach of security and any claim, allegation, action, suit, proceeding or litigation with respect to the unauthorized access, use or disclosure of the Personal Information. Supplier will not communicate orally or send notices in writing to individuals or government agencies regarding any inquiry, investigation or review without the prior written approval of Yum. Supplier shall indemnify and hold harmless Yum from and against any and all claims, damages and expenses (including reasonable legal fees) arising from a security breach or suspected security breach relating to personal data residing on Supplier’s systems or to the extent such breach or suspected breach arises out of the actions or inactions of Supplier. 




EXHIBIT D
HOSTING & SECURITY
[bookmark: _Toc409422673]Supplier shall provide the following, or in the case of Supplier using a third party to provide services or hosting, Supplier shall cause such third party to provide:
[bookmark: _Toc228709455][bookmark: _Toc409422674]Physical Security:
[bookmark: _Toc409422675]Supplier shall provide:
· [bookmark: _Toc409422676]A physical security control system which will manage and monitor physical access to all associated infrastructure components so that only authorized individuals will be granted access to host systems. All physical access to the systems will be logged and the logs will be maintained for at least one year. 
· A logical access control system which will manage and monitor interactive and remote access to all associated systems, applications and data so that only authorized individuals will be granted access to approved information.  All unauthorized access attempts will be denied and logged.  Denied access logs will be maintained for at least one year.  
[bookmark: _Toc228709456][bookmark: _Toc409422677]Security Infrastructure: Segregated, Secure Network from Other Clients. 
[bookmark: _Toc409422678]Supplier shall provide a secure infrastructure topology that will include the following components: 

· A network firewall configuration which will grant internet access from the Internet to the front-end web servers over approved ports only.  All other ports from the Internet to the front-end web servers will be denied.  
· A network firewall configuration which will segment the Internet-accessible front-end web servers from the second- and third-tier application and database servers so that the front-end web servers will communicate with the application and database servers over approved ports only.  All other ports from the internet-accessible front-end web servers to the second- and third-tier application and database servers will be denied.
· A network firewall configuration which will enable system administrators to communicate from the hosted internal network to the web, application and database servers over approved system administration ports only.  All other ports from the hosted internal network to the web, application and database servers will be denied.  
· A network firewall configuration which will deny communications from the web, application and database servers to any unapproved systems over any unauthorized ports, including denying communications to other customers’ applications and systems.  
· An intrusion detection monitoring system which will log and alert system administrators of suspected unauthorized attempts to access, manipulate, or disable associated systems, data or application services.  Intrusion detection alerts will be monitored 24 hours per day, seven days per week, 365 days per year.
· A security event logging system to log all authorized and unauthorized access attempts to associated systems, data or application services. Security event logs will be maintained for at least one year. 
In addition to the security requirements set forth in the Agreement, Suppliers’ privacy and security team will ensure the following standards are implemented, adhered and regularly monitored for compliance: 
[bookmark: _Toc228709457][bookmark: _Toc409422679]Internal Server Security. 
· [bookmark: _Toc409422680]All servers will be security hardened to disable all unnecessary services, protocols and user access accounts.
· All associated servers will be successfully patched with hardware, software, and operating system security patches within thirty (30) days of their release dates.  
· All associated servers will be actively running antivirus software with antivirus definitions updated at least once per day.
· Legal disclaimer text will be included on the user authentication page.  The content of the disclaimer language will be supplied by Yum. 
[bookmark: _Toc228709458][bookmark: _Toc409422681]Data Transfers. 
[bookmark: _Toc409422682]Supplier will require SSL/TLS encryption for all web communications to/from the application. SSL/TLS will be required and enforced for all authentication and application communication processes. No application communications will occur between the users’ browsers and the Web servers over clear-text HTTP. 
All data uploads, downloads or other transfers between Supplier and Yum’s systems will be encrypted over Secure Shell File Transfer Protocol (SFTP).
No user information or user data will be transmitted to users or others via clear-text email or other clear-text transmission protocols.  
[bookmark: _Toc228709459]Login ID standard:
· Conform to Yum’s login id format
· Remove the “remember me” option that will automatically log an account back in
[bookmark: _Toc228709460][bookmark: _Toc409422683]Password Standard: The following password policies will be enforced:
· Users’ passwords must be at least seven characters in length.
· Users must change their passwords immediately upon first logon.
· Users’ passwords must contain at least seven characters.
· Password verification will be case-sensitive.
· Users’ passwords must contain at least one upper-case character, one lower-case character, one numeral and one special character.
· Passwords must expire every 180 days.
· Users must be notified of password expirations at least 14 days in advance.
· Users cannot re-use a password for at least 12 password change occurrences.
· Users’ accounts must lock out for 30 minutes after six successive invalid password attempts.
· One login session per login ID 
[bookmark: _Toc228709461][bookmark: _Toc409422684]Timeout:
· Users’ authenticated browser sessions will time-out after 20 minutes of inactivity.  Users must log back into the application to continue using the application after it has timed out.
[bookmark: _Toc228709462][bookmark: _Toc409422685]Auditing: 
· All successful and unsuccessful logon attempts will be logged.  All user accounts and associated user data must be deleted from the application server and associated systems upon termination from Yum and/or the Supplier program.  Data may remain on tape if necessary to support regulatory compliance laws.   
· Yum reserves the right to audit said Third Party to ensure compliance to Yum security standards.
[bookmark: _Toc228709463][bookmark: _Toc409422686]Web Content Filtering:
· Supplier providing internet access should be filter and block inappropriate websites via blacklisting tool.
[bookmark: _Toc282602466][bookmark: _Toc409422687]Application Development:
All third-party applications must be developed in accordance with the Yum! Application Security Policy. 
· Applications that provide access to Yum! confidential data must have controls that permit only authorized users to access the information.
· Quality control methods must be used to ensure that software developed in-house or provided by 3rd parties does not introduce security vulnerabilities to Yum’s computing environment.
· Application developers, vendors and owners must ensure that security and availability related updates are installed as soon as possible per testing, approval and scheduling processes.
· Applications and application features must fail in a secure manner.
· Application source code must be appropriately secured and retained to prevent unauthorized access or disclosure and facilitate reuse.
· Applications must log system access and usage events according to application development and support team requirements.
All web applications, web service applications, and interfaces must be developed based on secure coding guidelines such as Open Web Application Security Project and NIST SP 900-95
[bookmark: _Toc317767110][bookmark: _Toc409422688]Web Application Development:
Web applications will be developed based on secure coding guidelines such as the Open Web Application Security Project (OWASP) and NIST SP 900-95 guidelines. These include specific guidelines in the following areas: 
· Authentication 
· Authorization 
· Session Management 
· Data Validation 
· Interpreter Injection 
· Canonicalization, Locale and Unicode 
· Error Handling, Auditing and Logging 
· File System 
· Buffer Overflows 
· Administrative Interfaces 
· Cryptography 
· Configuration 
· Denial of Service 
· PHP
Quality control methods will be used to ensure that software developed does not introduce security vulnerabilities to Yum’s computing environment. This includes identifying risks through threat and vulnerability analysis, including scanning for the OWASP Top 10 issues if the application is web or web services based. These are:
· Cross Site Scripting (XSS) 
· Injection Flaws, particularly SQL injection 
· Malicious File Execution via remote file inclusion (RFI) 
· Insecure Direct Object Reference 
· Cross Site Request Forgery (CSRF) 
· Information Leakage and Improper Error Handling 
· Broken Authentication and Session Management 
· Insecure Cryptographic Storage 
· Insecure Communications 
· Failure to Restrict URL Access 
Web Application quality control tests must be performed before applications are migrated to production, after code changes or web app enhancements prior to internet rollout. Test may be static (code analysis) or dynamic (web penetration testing), and must the requirements above.  
Web Applications that contain sensitive information such as cardholder data, personally identifiable information (PII), sensitive corporate information, or other information that is classified as confidential or restricted confidential must be tested no less than monthly for security vulnerabilities.
All non-sensitive web applications that contain publically available information must be tested quarterly for security vulnerabilities.
All Yum Web Services clients must uniquely authenticate and authorize to Web Services operations 
All External Yum Web Services communications must be encrypted 

[bookmark: _Toc228709464]Third Party Service and Hosting Requiring PCI Security (i.e., Credit Card Processing)
In addition to the audit requirements outlined in this Agreement, Supplier shall provide reasonable access and cooperate with any audits and security reviews requested and conducted by Visa or Visa-approved entities upon written notice that a security intrusion has been detected.
Supplier shall maintain, keep and preserve at a secure location and area, accessible to authorized personnel (i.e., VISA approved entities) upon request, any and all credit cardholder data collected and stored by or through Supplier through the expiration or termination of this Agreement and for the post-termination period required by PCI DSS and industry standards referred to herein. This includes protecting Yum’s environment and data from other Supplier customer environments and data pursuant to PCI requirement 12.8.
Supplier represents and warrants that it is and shall remain fully compliant with all applicable Payment Card Industry (PCI) compliance standards and hereby acknowledges that it is responsible for maintaining the security of all credit cardholder data collected and stored by or through Supplier pursuant to an applicable SOW.  Supplier shall provide to Yum on an annual basis, documentation to support completion of the then current PCI requirements and acceptance by Visa and/or other third party organization designated by Visa. Documentation for the Yum service must include completed Report on Compliance by a Qualified Security Assessor (QSA) and external vulnerability scanning results from an Approved Scanning Vendor (ASV).  Cost of compliance audits and compliance controls to be borne by the Supplier.
Supplier represents and warrants that any third party that stores, processes or transmits Yum customer credit card data on behalf of Supplier will in turn be required to be continuously PCI compliant.

[bookmark: _Toc228709465]Third Party Network Provider Requiring PCI Security for Credit Card Processing
In addition to the audit requirements outlined in this Agreement, Network Provider shall provide reasonable access and cooperate with any audits and security reviews requested and conducted by Visa or Visa-approved entities upon written notice that a security intrusion has been detected.
Network Provider shall maintain a secure point to point network as defined by PCI standard definition of a Network Provider.
If Network Provider transports unencrypted data, any and all credit cardholder data collected, transmitted and stored by or through Network Provider through the expiration or termination of this Agreement and for the post-termination period must be controlled per PCI Standard and industry standards referred to herein. 
Network Provider represents and warrants that it is and shall remain fully compliant with all applicable Payment Card Industry (PCI) compliance standards and hereby acknowledges that it is responsible for maintaining the security of all network related PCI requirements pursuant to this Agreement.  If Network Provider transports unencrypted data or provides additional services, such as remote access from the internet or public internet access, that these services will be provided in a PCI compliant manner. Network Provider shall provide to Yum on an annual basis, documentation to support completion of the then current PCI requirements and acceptance by Visa and/or other third party organization designated by Visa. Documentation for the Yum service must include completed Report on Compliance by a Qualified Security Assessor (QSA) and external vulnerability scanning results from an Approved Scanning Vendor (ASV). Cost of compliance audits and compliance controls to be borne by the Network Provider.
Network Provider represents and warrants that any third party that stores, processes or transmit Yum customer credit card data on behalf of Network Provider will in turn be required to be continuously PCI compliant.
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